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OIIPEJEJIEHHSL.

B HacTOfImEeM HJOKYMEHTE HCIIONB3YIOTCS CIEAYIOIIHE TEPMUHBI H UX ONPENeIICHHU.

ABTOMATH3HPOBaHHAsl CHCTEMa — CHCTEMa, COCTOSINAs W3 IIEpCOHANa ¥ KOMIUIEKca
CPEIACTB aBTOMATH3aIlHH €ro JAEATENIGHOCTH, peaam3yionnas HHGOPMAIHOHHYIO TEXHOJOIHIO
BBIIIOJTHEHHS YCTaHOBICHHBIX QYHKIHKH.

AyTeHTHUMKAIHS OTHPABUTENS HAHHBIX — IOATBEPXKAEHHE TOTO, UTO OTIIPABHUTENb
IOJIyYEHHBIX JAaHHBIX COOTBETCTBYET 3aSBJICHHOMY.

be3onmacHOCTh NEPCOHAIBHBIX HAHHBIX — COCTOSHHE 3aIIMUICHHOCTH NEPCOHATBHBIX
JaHHBIX, XapaKkTepH3yeMOe CIIOCOOHOCTBIO  MONB30BAaTENEH, TEXHHMYECKHX CPeICTB H
HHOOPMAIIMOHHBIX TEXHOJOTHI ofecneunTs KOHQUACHIMATLHOCTD, HEJI0CTHOCTh U JOCTYIIHOCTH
NIEPCOHANIBHBIX JAHHBIX MPH UX 00paboTke B MHPOPMAI[HOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHbIX.

buomerpuveckne mnepcoHajJbHble AaHHBIE — CBEICHUS, KOTOPBIE XapaKTEPH3YIOT
dusnonornyeckue OCOOCHHOCTH 4YeIOBEKa M HA OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €ro
JHYHOCT, BKIOYas ¢ororpaduu, oTHEYaTKH MMaibleB, o0pa3 ceTyaTKd rjiasa, OCOOEHHOCTH
CTPOEHHS TeJa U APYTYIO NOA00HYI0 UH(OPMAIIHIO.

biokHpoBaHHEe NePCOHANBHBIX [AaHHBIX — BpPEMEHHOE IIpeKpalieHie cbopa,
CHCTeMaTH3allH, HaKOIJICHHS, HCIIONb30BaHMsl, paclpOCTPaHEHUs, IEPCOHANBHBIX JaHHBIX, B TOM
YHCIIe HX NepeHayH.

Bupyc (xoMnblOTepHBIH, NPOrpaMMHBIN) — HCIONHSEMbIH NPOTPAMMHBIN KOX MM
HHTEPNPETHPYEMBI HabOp HMHCTPYKUHMH, oOnanarommii CBOMCTBAMH HECAHKIMOHHPOBAHHOIO
pacnpocTpaHenus ¥ camoBocnponssegeHus. Co3nannple QyOMHKaThl KOMIBIOTEPHOTO BHpYCa HE
BCerzia COBIAJAOT C OPHUTMHANIOM, HO COXPAHSIOT CIIOCOOHOCTH K JalbHEHIIEMy paciipoCTpaHeH IO
U CaMOBOCIIPOU3BEICHHIO.

Bpenonocnas mnporpamMma — IporpamMma, MpeJHa3HaYeHHAs U OCYIIECTBJICHHS
HECaHKIHOHUPOBAHHOTO JOCTYNA M (MJIM) BO3ACHCTBHS Ha MEPCOHAIBHbIE JAaHHBIE MM PECYPCHI
HHGOPMaHOHHOH CHCTEMBI NIEPCOHANBHBIX JaHHEIX.

BenomoraTennHple TeXHHYECKHE CPEACTBA M CHCTEMBI — TEXHHYECKHE CPENCTBA M
CHCTEMBI, HE NpENHa3sHAYCHHEIE UL Iepefady, o6paboTKu M XpaHEHHs TEePCOHANBHBIX JAHHEIX,
yCTaHaBIMBAEMBIE COBMECTHO C TEXHUYECKUMH CPEACTBAMH U CHCTEMAMH, NPeIHA3HAYEHHEBIMMY JUIS
06paboTKY NepCOHANBHAIX JAHHEIX WM B IIOMEIIEHMSIX, B KOTOPHIX YCTAHOBJIEHB! HH(POPMAIMOHHEIE
CHCTEMBI IEPCOHANLHBIX TaHHBIX.

JocTynm B oONEpalHOHHYI0 cpedy KoMubloTepa (MHPOPMANMOHHOH CHCTEMBI
NEPCOHANBLHBIX JaHHBIX) — IOITy4YEeHHE BO3MOXKHOCTH 3aITyCKa HA BBIIOJHEHME IITATHBIX KOMAaHI,
(yHKImH, TPOLEAYP ONEPAlHOHHOA CHCTEMBI (YHUYTOXEHHS, KOIHPOBAHMS, IIEPEMEIICHHS H T.IL),
HCTIOMHAEMBIX (aiifIoB MIPUKITATHEIX IIPOrPaMM.

Joetyn x nHpoOpMaLUH — BO3MOXXHOCTD HOTy4YeHHs HHPOPMAITHH U €€ HCIIONb30BaHMUs.

3aky1aio4Hoe YCTPOHCTBO — 3JIEMEHT CPENCTBA CheMa UH(OPMAIMH, CKPBITHO BHEAPSIEMBI
(3aKyIapIBaEMBIH WM BHOCHMBIH) B MECTa BOSMOXKHOTO CheMa HH(OpMAIHH (B TOM YHCIIE B OTPAK/IEHHE,
KOHCTPYKIHIO, 060pyZIOBaHHE, IIPEAMETH] HHTEPhepa, TPAHCIIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKUE
cpencTsa M cucTeMbl 06paboTku uHbopManuu).

3amumaemass uHpopmanus — uHQOpMAIWS, SBISIOWIAAC NPEAMETOM COOCTBEHHOCTH H
IIO[UIEXANAs 3alliTe B COOTBETCTBHH C TPeOOBaHMSAMH HPABOBBIX JOKYMEHTOB UM TPEOOBAHMAMH,
YCTaHAB/IMBAEMBIMH COOCTBEHHUKOM HH(OPMAIIHH.

Hnenruduxanus — IpHCBOEHNE CyObeKTaM M 0OBEKTaM JOCTyNa HWACHTH(UKATOpa U (WUIH)
CPaBHEHHE NIPEABABIIIEMOr0 HACHTH(HKATOPa C IIEPEUHEM IIPHCBOCHHBIX HACHTH()HKATOPOB.

HndopmMaTHBHBIH CHrHAM — 3JIEKTPHYESCKHE CHTHAIGI, aKyCTHUECKHE, SJIEKTPOMAIHHTHEIE U
Ipyrve (QuspdecKue HONM, IO IapaMerpaM KOTOPBIX MOXeT OBITh packpbita KOH(HICHIHATbHAS
uHpopManus (NepcoHaNbHBIE JaHHEE) obpabareBacMas B MHGOPMALMOHHON CHCTEME NEPCOHATBHBIX
JIAHHBIX.

Nudopmanuonnasa cucrema nepcoHanbubix xanueix (UCIIAn) — undopmanmonsas
CHCTEMa, NTpeACTaBILiIomas cOO0H COBOKYITHOCTh IEPCOHANBHBIX JaHHBIX, COAEPIKAIUXCS B Gase
JaHHBIX, a Takke HMHOOPMALMOHHBIX TEXHOJOTHH U TEXHHYECKHX CPEJACTB, IO3BOJIAIOIINX



OCYIIECTBISTE 00pabOTKYy TaKuX IEPCOHANBHBIX [AaHHBIX C HCIOJB30BAHHEM CPEICTB
aBTOMATH3alMK HIIM 0€3 HCIIONb30BaHHUS TAKHX CPEICTB.

HudopmannoHHbie TEXHOJOTHH — IIPOLIECCHI, METOMBI TIOUCKA, cbopa, xpaneHus, 06paboTKy,
HpPENOCTABIICHHS, PaclpOCTPaHeHnss HHGOPMAIMH B CIOCOObI OCYIIECTBIECHHS TAKUX IPOLECCOB H
METOJIOB. ’

Henonb3oBanue nmepcoHasbHbIX JAHHBIX — HeCTBHS (ONEpalldH) C IIePCOHANBHBIMH
JaHHBIMH, COBEpINAcMble ONEPaTOpPOM B LENAX NPHHATHS DPELICHHWH WM COBEPUIEHHS HHBIX
ACHCTBHH, IIOPOXNAIOIMX FOPHAMIECKUE IIOCTEICTBUS B OTHOLIEHHH CyGBeKTa IepCOHANBHBIX
JaHHBIX MM APYTHX JUO JA00 WHBIM 00pa3soM 3aTparHBaroOlUX IIpaBa W cBOGOmBI Cy6hexTa
NEPCOHANBHBIX JaHHBIX HJIH JPYTHX JIHIL.

Hcrounnx yrpossr 6e3onacHocTH HHGOPMANMH — CYOBEKT JOCTYTIA, MATEPHATBHBI OOBEKT
HITH (PU3HYECKOE SIBIIEHHE, SBIISTOIIMECS IPHUMHON BOSHHKHOBEHHS YTPO3BI 6€30TaCHOCTH HH(MOPMALIHH.

Kontposnpyemas 30Ha — IpoCTpaHCTBO (TEPPHTOPHS, 3/aHKE, YaCTh 3[AHMS, IOMEIICHHE), B
KOTOPOM HCIJIFOYEHO HEKOHTPOIMpYeMoe INpebbIBaHue MOCTOPOHHMX JOAl, & TAKKE TPAHCIIOPTHBIX,
TEXHMYECKHX U HHBIX MAaT€pUATIBHBIX CPEICTB.

KondunennuansHoCTE NEPCOHANBHBIX JAHHBIX — OOMATENBHOE ML COOIIONEHUS
ONIEPATOPOM HJIH MHBIM HOJTYSHBIINM JIOCTYII K TIEPCOHATEHBIM JAHHBIM JIMIIOM TPeOOBaHKeE He JOMyCKATh
UX pactpocTpaHeHue 6e3 coriacus CyObeKTa IEpCOHANBHBIX NAHHBIX FUTH HATHMYHS MHOTO 3aKOHHOIO
OCHOBAHHSL

MexcereBoii 3kpaH — JOKaTbHOE (OXHOKOMIIOHEHTHOE) Wi (YHKITHOHATEHO-PACIIPEIEIICHHOS
IPOrpaMMHOe  (IIPOIPAMMHO-AIMIAPAaTHOE)  CPENCTBO  (KOMIUIEKC), peaM3ylomiee  KOHTPOIb  3a
uH(pOpMaIHeH, NOCTynaromel B HH(OPMAIHOHHYIO CHCTEMY NIePCOHATHHBIX JAHHBIX H (wm) BeIXOJISITIEH
U3 MHGOPMAIIMOHHOM CHCTEMEL.

Hapymurens 6e30macHOCTH NEPCOHANBHBIX JAHHBIX — (QH3MYECKOE JIUIO, CITYUAHO WK
IpEIHAMEPEHHO COBEpIIIAIOIeE [EHCTBHS, CIIEACTBHEM KOTOPBHIX SBIIETCS HapylleHHe Ge30NacHOCTH
NIEPCOHATBHBIX JIAHHBIX IPH MX 00pabOTKe TEXHHYECKUMH CPEICTBAMH B MH(OPMAIMOHHBIX CHCTEMAX
IIEPCOHANBHEIX JAHHBIX.

HeaBromMaTH3HpoBanHas 00paboTka mNepcOHANBLHBIX JaHHBIX — 06paGoTka
NEPCOHATBHBIX JAHHBIX, COAEPXKAIMXCA B MHOOPMAIMOHHOM CHCTEME IEPCOHANBHBIX NAHHBIX
MO0 H3BNEYCHHBIX U3 TAKOH CHCTEMBI, CYHTACTCS OCYLIECTBICHHOMN 6e3 HCIIONB30BaHMs CPELICTE
aBTOMATH3ALKHU (HEABTOMATH3HPOBAHHOMN), €CIIH TAKUeE IEHCTBUS C IEPCOHANBHBIMH JAHHBIMH, KaK
HCTIOJIb30BAHUE, YTOYHEHME, DPACIpPOCTPAHCHUE, YHHUYTOXKEHHE IIEPCOHANBHBIX NAHHBIX B
OTHOINEHMH KaXIOro H3 CYOBEKTOB TNEPCOHANBHBIX [HaHHBIX, OCYIIECTBJISIOTCA HpPH
HENOCPEACTBEHHOM YYaCTHH YeIOBEKA.

HepnexiapupoBannbie  BO3MOKHOCTH —  (YHKIMOHAIGHBIE BO3MOYKHOCTH  CDEJICTB
BBIMHCITUTENBHON TEXHYIKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOIE OIUCAHHBIM B TOKYMEHTAIWH, TIPH
HCTIONB30BAHUM KOTOPBIX BO3MOXKHO HapyIIeHHe KOH(DHICHIMAILHOCTH, JOCTYITHOCTH MM LEIOCTHOCTH
obpabarsIBaeMoii MHGOPMALIHH.

HecanKkuMOHUPOBAHHBIH [0CTYN (HECAHKUMOHHPOBAHHBIE NEHCTBHS) — JOCTYI K
HHQpOpMAlWM WM NeHCTBHA ¢ ME(OpMalmMeli, HapyIIAIOUMe NPABWIA DPasTPAHMUEHHS NOCTYIA C
HCIIONB30BAHMEM  INTATHBIX  CPEACTB, IPENOCTABIAEMBIX  HHPOPMAIMOHHBEIMH  CHCTEMaMH
NEPCOHATBHBIX JAHHBIX.

Hocurenbs mugopmanmm — usMHeckoe JIMI0 WM MaTepHATBHBI OOBEKT, B TOM YHCIE
(usrIeCcKoe oTE, B KOTOPOM HE(OPMALST HAXOIHT CBOE OTPEKEHHE B BHIIE CHMBOJIOB, 00Da30OB, CHTHAIOB,
TEXHUYECKUX PELICHUH U IPOLIECCOB, KOMMYECTBEHHBIX XapaKTePHCTUK (DU3MYECKHX BETHYHH.

OGesinyuBanue NEPCOHANBHBIX [AHHBIX — JEHCTBHS, B pE3yNBTaTE KOTOPBIX
HEBO3MOXHO OINPENEUTh MPHHAUIEXHOCTh NEPCOHATBHEIX JAHHBIX KOHKPETHOMY CYOBEKTY
[IEpPCOHAIBHBIX JaHHBIX.

O6paboTka nepcoHaNLHBIX JAHHBIX — JEHCTBHS (OIEpalyy) ¢ IEPCOHATBHBIMH JAHHBIMH,
BKUOYast COOp, CHCTEMATH3ALMIO, HAKOIUICHWE, XpaHeHue, yTodHeHwe (OOHOBJNEHHE, HM3MEHEHHE),
HCIIOJIE30BaHUE, PpAaclpoCTpaHeHwe (B TOM dHCIe Ilepefady), 0Oe3MuMBaHME, GIOKMPOBAHHE,
YHHYTOXEHHE TIEPCOHANIBHBIX TAHHEBIX.



O6meaocTynHble NEpPCOHANBLHBbIE [JaHHBbIE — IEPCOHANBHBIE JaHHBIE, JOCTYII
HEOIPaHHYEHHOr0 Kpyra JIMI] K KOTOPBIM IIPEIOCTaBJIEH C COTJIacHs CyOBeKTa MEepPCOHAIBHBIX
JaHHBIX WJIM Ha KOTOpHIE B COOTBETCTBHH C (elepalbHBIMH 3aKOHAMH HE pPaclpOCTPaHSeTCs
TpeboBanue cOOMOAEHIS KOHQHUACHIHANBHOCTH.

Onepatop (nmepcoHANBLHBIX JAHHBIX) — FOCYNAapCTBEHHBIH OpraH, MyHHIMIIATHHBIN OpraH,
IOpUIMYECKOe WM (PH3MYecKoe JMIO, OpraHusyromee Hu (WIM) OCYIIECTBIsEOImee 00paboTKy
IIEPCOHATLHBIX [AHHBIX, @ TAIOKE OMpENe/LIOIIME IIeNM M colepkanue oOpabOTKH MepCOHATBHBIX
JIAaHHBIX.

Texnuueckne cpencrsa MHPOPMAUMOHHON CHCTEMbI IEPCOHAJNBLHBIX [JAHHBIX —
CPEICTBA BBIMUCIMTEBHOH TEXHHUKH, HH(QOPMAIHOHHO-BBIMUCIIMTENBHBIC KOMILIEKCHI H CETH, CPECTBA |
CHCTeMBI Iepefiaud, npuema u obpabotku I1/TH (cpemcrBa M CHCTEMBI 3BYKO3AIHCH, 3BYKOYCHJIEHHS,
3BYKOBOCIIDOM3BE/ICHHUs, TICPEIOBOPHBIC H TENECBH3HOHHBIC YCIPOMCTBA, CPEACTBA HM3TOTOBJICHHH,
THPAOKHUPOBaHHs JJOKYMEHTOB M IPYTHE TEXHIUYECKUE CPeicTBA 00pabOTKH pedeBoi, rpadirdecko, Buieo- 1
GykBeHHO-1MGPOBOH MH(GOpMAlMK), MPOrPaMMHBIC CpEACTBA (OMEPAIMOHHBIE CHCTEMBI, CHCTEMBI
yIIpaBiieHHs 6a3aMy JAHHBIX H T.IL), CPEJICTBA 3aIOUTHI HHGOPMALNY, IPHUMEHSIEMBIE B HH(QOPMAIMOHHEIX
cHCTEMax.

IepexsaT (MH(OpPMaLHH) — HEIPAaBOMEPHOE MOJTyYeHHe HH)OPMAIIMH C UCIIOIL30BAHAEM
TEXHHYECKOTO CPECTBA, OCYIIECTBILIOMEro o6HapyXxeHue, npueM u 06paboTky HHYOPMATHBHEIX
CUTHAJIOB.

Ilepconanbubie AaHHbIe — Jr00as HHGOPMANKS, OTHOCAINAACA K ONPENECHHOMY HIIH
OIpefeNsIeMOMy Ha OCHOBaHHMH Tako¥ HHpopManuu GuspdeckoMy LY (CYOBEKTY MepCOHANBHBIX
JaHHBIX), B TOM YHCJI€ €r0 HaMUIHsA, HMsI, OTYECTBO, IO, MECII, JaTa ¥ MECTO POXKIECHHUS, a[pec,
ceMeiHoe, ColralbHoe, MMYIIECTBEHHOE MOJIOXKEHHE, oOpa3oBanue, npodeccust, JOXOMIbI, Apyras
rHpopManu.

ITo6o4nble 31eKTPOMArHHTHBIE H3Ty4eHHsI M HABOJKH — 9JIEKTPOMATHHTHEIE H3JTyYEHHS
TEXHUYECKHX CpelAcTB 00paboTky 3ammuinaeMoil MHGOpPMANUH, BO3HHKAIOIME KaK N1060YHOE
SBJICHHE W BBHI3BAHHBIE JJIEKTPUYECKHMM CHTHAJIAMH, NEHCTBYIOUIMMH B HX JJIEKTPHUYECKHX U
MarHMTHBIX LEIX, & TaKXKe 3JeKTPOMAarHUTHBIC HABOJKH 3THX CHTHAIOB Ha TOKOIPOBOISIIME
JIMHMHU, KOHCTPYKIIMHA ¥ LUEIH TUTAHHU.

IlonuTHKA «YHCTOrO C€TOJIa» — KOMIUIEKC OPraHW3alMOHHBIX  MEpONpPHUSATHIA,
KOHTPOJHPYIOIMX OTCYTCTBHE 3allMCHIBAHMSA Ha OyMa)kHble HOCHTENH KIIOYel ¥ aTpubyToB
nocTyna (mapoJyiei) 1 XpaHeHHs UX BOJIH3M 06BEKTOB JOCTYIIA.

Honn3oBarens HHPOPMAIMOHHON CHCTEMBI NEPCOHANBLHBIX MAHHBIX — JIHIO,
y4acTByromee B (YHKIHOHHPOBAHWH HH(DOPMALMOHHOM CHCTEMbI NEPCOHANBHBIX NAHHBIX HITH
UCIIONB3YIOLIEE PE3YAbTATHI €€ PYHKIIHOHUPOBAHMS.

ITpaBuia pasrpaHHYeHHs JOCTYIA — COBOKYITHOCTD IIPABHII, PerJIaMEHTHPYIOMHKX [paBa
JocTyna cyOheKTOB JOCTYNa K 00beKTaM JOCTYIIa.

ITporpaMMHas 3aKkaaaKa — KOJ IPOrpaMMBI, IIpeHaMepEHHO BHECEHHBIN B IIPOrPaMMy C
LENBI0  OCYIIECTBHTH YTEYKYy, H3MEHHTh, OJOKHPOBaTh, YHHYTOXUTH HHPOPMAIMIO HIH
YHHYTOXMTE M MOAM(DUIMPOBATh INporpaMMmHoe obecredeHne HHOOPMAMOHHOU CHCTEMBI
NEPCOHANBHBIX NAHHBIX ¥ (MNM) OJIOKUPOBATh annapaTHbIe CPEICTRA.

IIporpammaoe (MporpaMMHO-MaTeMaTHYECKO€) BO3AeHCTBHE — HECAHKI[MOHHPOBAHHOE
BO3ICUCTBHE HA PECYPChl aBTOMATH3HPOBAHHOH MHQOPMAIIMOHHOM CHCTEMBI, OCYLIECTBIIEMOE C
HCIIONb30BaHUEM BPEIOHOCHBIX IIPOTPaMM.

PackpeiTHe NepcoHANBHBIX JAHHBIX — YMBIIUIEHHOE WM CIIy4aliHOE HapylIeHHE
KOH(UIECHHATHHOCTH IEPCOHANBHBIX JaHHBIX.

PacnpocTpanenue NepcOHANLHBIX JAHHBIX — JEHCTBHS, HApaBJieHHBIE HA [epenavy
IEPCOHANBHBIX JaHHBIX ONPENEIEHHOMY KpYTy Jull (Tepefada MepCOHANBHBIX MaHHBIX) MM Ha
O3HAaKOMIIEHME C IE€PCOHAIBHBIMM [AHHBIMH HEOTPaHHUYEHHOTO Kpyra JHI, B TOM YHCIE
o6HaponoBaHHe MEPCOHATBHBIX NaHHBIX B CPEACTBaX MAaccoBOM HMH(OpMaUWH, pasMEINEHHE B
MH(OPMALHOHHO-TEIEKOMMYHUKAIMOHHBIX CETSIX WJIH [IPEJOCTaBIECHHE JOCTYIIA K IEPCOHATHLHBIM
JAaHHBIM KaKUM-JIHO0 HHBIM CIIOCOOOM.



Pecypc uH()OpMALIHOHHOI CHCTEMBbI — IMCHOBAHHBIN 3JIEMEHT CHCTEMHOT 0, TIPUKIITHOTO
MM alIapaTHOro obecrneyeHns GyHKIHOHNPOBAHUA HHPOPMAIIMOHHOM CHCTEMBL

CrnenmaibHble KAaTEropuH HEPCOHAJIBHBIX [JAaHHBIX - IIEPCOHANbHBIC JaHHBIC,
KacaloIIfecs pacoBOM, HALMOHANBHON PHHAIEKHOCTH, ITOJUTHYECKUX B3ITISIIOB, PETHIMO3HBIX
wH GunocodCeKuX yOeKIeH I, COCTOSHUA 30POBbs 1 HHTHMHOM XHU3HU CyOBheKTa IepCOHAIBHBIX
JAHHBIX.

CpecTBa BBIYHMC/IHTEIBHOH TEXHHKH — COBOKYIHOCTh NPOIPaMMHBIX H TEXHUYECKHX
JIEMEHTOB CHCTeM 06pabOTKH IAHHBIX, CIOCOOHBIX (yHKIHOHMPOBATh CAMOCTOSTENBHO MM B COCTaBe
IPYTHX CHCTEM.

Cybbext gocryna (cy0beKT) — JMLO W IPOLECC, IEHCTBHS KOTOPOIO PEraMeHTHPYIOTCH
[IpaBHJIaM¥ pa3rpaHUyueHUs JOCTYIIA.

TexHuuecknii KaHaJd yYTedKM HHQOpMAUMH — COBOKYITHOCTH HOCHTENs HH(OpMAlH
(cpenctea oGpabotky), (u3udeckolf cpembl PacrpoCTpaHeHHs WH(OPMATUBHOTO CHIHANA M CPEJICTB,
KOTOPBIMH J0OBIBaeTCs 3alpiaeMas HHpOpMaLHus.

Tpancrpanu4yHas nepeaaya NepCcOHAJbHBIX JAHHBIX — [€pe/iada IePCOHAIBHBIX JaHHBIX
omepatopoM uepe3 ['ocynmapcrBeHHylo rpaHuiy Poccmiickoii ®eznepanud OpraHy BJAcTH
HHOCTPaHHOTO roCyAapcTBa, GH3NIECKOMY WM IOPUAMIECKOMY JHIYy HHOCTPaHHOIO rOCyAapCTBa.

Vrpo3sl 6€3012CHOCTH MEPCOHANBLHBIX JaHHBIX — COBOKYIHOCTH YCIIOBHH M (DaKTOpOB,
CO3AIONIMX ONAacHOCTh HECAHKIMOHMPOBAHHOIO, B TOM WHCIE CIIy4aiHOro, JOCTYINA K IEPCOHATBHBIM
JAHHBIM, PE3YJILTATOM KOTOPOTO MOXKET CTaTh YHHUTOXEHHE, H3MEHEHHE, OIIOKUPOBaHHE, KOIMPOBAHNE,
PaCIpOCTpaHEHHe TIEPCOHANBHBIX JAHHBIX, 4 TAOKe HHBIX HECAHKIMOHMPOBAHHBIX AECHCTBHI NPH HX
06paboTke B MHGOPMAITMOHHOH CHCTEME IEPCOHAIBHBIX JaHHbIX.

YHHYTOXEeHHEe MePCOHAIbHBIX TAHHBIX — JCHCTBHS, B Pe3yJbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAHOBHTD COZIEPYKAHKE TIEPCOHATBHBIX IAHHBIX B MH(OPMAIMOHHON CHCTEME IIEPCOHANBHBIX JIAHHBIX
WY B pe3yJIbTare KOTOPHIX YHHUYTOKAIOTCS MaTepUaIbHble HOCHTEN! EPCOHATIbHAIX JaHHbIX.

YTeuka (3ammuniaemMoil) nagopManuu Mo TeXHUMECKHM KAaHAJAM — HEKOHTPOIHMPYEMOE
pacipocTpaderue MHQOPMAIAH OT HOCHTEN 3alivaeMol HHbopMaImy dyepe3 (QH3HIeCKyIo Cpefy 10
TEXHITYECKOTO CPEIICTBA, OCYLIECTBIIEOLIETO [IEpeXBaT HHPOPMAIHH.

VYazeamocTs — c1ab0CTh B CPeICTBaX 3allUTh], KOTOPYIO MOXHO HCIIOJIB30BaTh VI HapyLIEHHUs
CHCTEMBI W cojiepkarnelics B Hell HHpOpMaIUH.

Henocrnocts uHGOpPMANUH — CIOCOOHOCTh CPEICTBA BBIYUCIMTEIBHOA TEXHHKH MM
aBTOMATH3UPOBAHHOM CHCTEMBI 06ECTIEUNBATE HEH3MEHHOCTH HH(POPMAIH B YCIIOBHSX CIIy4alHOTO H/HTH
[peHAMEPEHHOT0 HCKKEHUS (pa3pyIIeHuUs).



OBO3HAYEHMA U COKPAILIEHUSA

ABC — aHTUBHpPYCHBIE CPEACTBA

APM — aBTOMaTH3MpPOBaHHOE paboyee MeCTo

BTCC — BcrioMorarensHble TEXHHYECKUE CPEICTBA U CHCTEMBI
UCT1Is — mHbpopMarioHHast CHCTEMa IIePCOHATBHBIX JAHHBIX
K3 — xoHTpOMpyemas 30Ha

JIBC — noxasbHast BBIMUCIUTENHHAS CETh

MD — MexceTeBoit skpan

HCJI — HecaHKIMOHUPOBaHHBIH JOCTYII

OC — onepanoHHas cucremMa

ITJT8 — nepcoHanbHbIe JaHHbBIE

IIMB - nporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBIE

I10 — nporpaMMHOe obecrniedeHue

TIOMMUH — noboyHbIe EKTPOMArHATHBIE H3TYYCHHS M HABOIKY
CA3 — cuctema aHanu3a 3alIMIICHHOCTH

C3U1 — cpencrBa 3amuTs! HHGOpMAHK

C3I1H — cuctema (mocucTeMa) 3alIAThl IEPCOHATIBHBIX JaHHBIX
COB - cuctema oOHapyXeHHS BTOPKEHUN

TKVYH — texsyrgeckuie KaHAIBI YTEIKH HHGOPMALK

YBIT[IH — yrpo3s! 6€3011aCHOCTH MEPCOHAIBHBIX JAHHEBIX



BBEJEHHUE

Hacrosmas Konnennus undopmanuonnoi 6esomnacuoctu UCIITa OAO «KommyHIHEPrO»
(masiee - kommnaHuH), paspaborana OTaenoM HHGOPMALMOHHBIX TEXHOJIOTHI KOMITAHHH, SIBJIIETCS
opHUIUATPHEIM JOKYMEHTOM, B KOTOPOM OIpe/ielleHa CHCTeMa B3IJLIIOB Ha ofecledyeHue
nHGOPMaMOHHOH 6€3011aCHOCTH KOMITaHUH.

HeobxomumocTs paspabotku Konnenuuu oO0ycloBieHa CTPEMHUTENHHBIM pacIIHpEeHHEM
chephbl IpUMEHEHHS HOBEHIMUX WHPOPMALMOHHBIX TEXHOJIOTHH ¥ MPOIECCOB B KOMIIAHWH, MIPU
obpaboTke HHpOpMaMK BooOIIE, ¥ NEPCOHAIBHBIX NaHHBIX B YACTHOCTH.

Hacrosmas Konuenius onpenesnseT OCHOBHEIE LEIH U 3aa4H, a Takxke O0IIyI0 CTPaTeruio
IOCTPOEHMS] CHCTEMBl 3aIluThl nNepcoHanbHbIX JAaHHBIX (C3I1JJH) xommanuu. Kornenius
onpesenseT OCHOBHblE TpeOoBaHHs W 0a30Bble MOAXOABI K HX pEaTM3allMH, JUIl JOCTHIKEHHS
Tpebyemoro ypoBHs 6€30macHOCTH HHPOpPMALIHH.

Konpenmus pa3paboTaHa B COOTBETCTBHH C CHCTEMHBIM MOAXOJOM K OOECHEUYEHHUIO
uH(popMaioHHOH Oe3zomacHOocTH. CHCTEMHBIH NOAXOJ TNpPEAIONaraeT IPOBEACHHE KOMIUIEKCa
MEpPONpPHATHH, BKIIOYAIONIMX HCCIEAOBaHWE Yrpo3 uHGOpMaNHOHHOM O€30IacHOCTH U
pa3paboTky cucteMbl 3amuThl [1JIH, C MO3UIMM KOMIUIEKCHOrO IIPUMEHEHMS TEXHUYECKUX MU
OpraHM3allMOHHBIX MEP U CPEJICTB 3aLIUTHL.

Ion undopmanuonHoi 6e3onacHocThio [I/IH MOHHMaeTCs 3aIUIEHHOCTE IIEPCOHATBHBIX
JaHHBIX ¥ obpabarpIBaromell MX MHGPACTPYKTYpE OT JIEOOBIX CIIyYalHbIX MM 3JI0HAMEPEHHBIX
BO3JIEHCTBHH, Pe3yIbTaTOM KOTOPBIX MOXKET SIBUTHCS HaHeceHHe yiepba camoil uupopManuy, ee
BnagensiaM (cyowexram I1/1H) unm mHbpacTpykType. 3amaun MHGOPMALHOHHON 6E30MaCHOCTH
CBOIATCS K MUHHAMM3AIUH yIlepOa 0T BOZMOXHOH peanu3ainuu yrpo3 6esonacuocty I1]]1, a Taxxe
K IIPOTHO3UPOBAHUIO ¥ IPENOTBPALIEHUIO TAKUX BO3NCHCTBHIA.

KoHuenuust ciyXuT OCHOBOH [uii pa3pabOTKH KOMIUIEKCA OpraHM3alHOHHBEIX U
TEXHHYECKMX Mep II0 obOecredeHHr0 HHGOpMalMOHHONH O0e30MacHOCTH KOMIIAHHH, a TaKkxKe
HOPMATUBHEIX M METONMYECKHX JOKYMEHTOB, OOECIICUMBAIOMIMX €€ peaIu3aluio, H He
IpeAnonaraeT noaMeHs! GyHKIMH rocyJapcTBEHHBIX OpraHoB BiacTd Poccuiickoit @enepariuy,
OTBEYarOIMX 3a obecnedeHue 6e30nacHOCTH HWH(GOPMALMOHHBIX TEXHOJNOTHM M 3aIlUTY
HHQOpMAITHH.

Konnennus ABisieTcss METOOIOTHYECKOM OCHOBOM JUIA:

- hopMHpOBaH¥s U IPOBENCHHS €AMHOM IOJIUTHKH B oOylacTi obecreyenus 6e30MacHOCTH
ITJx B UCII[IH xoMItanuy;

- IIPUHATHS yIPABJICHYECKHX PEIICHHH U pa3paboTKy MPaKTHYECKHX Mep 10 BOILTOLIEHHIO
nonuTHKH OesomacHocTH IIJ[H ¥ BEIpabOTKH KOMIDIEKCA COIJIACOBAHHBIX MEP HOPMATHBHO-
IIPaBOBOTO, TEXHOJIOIMYECKOTO U OPraHH3alMOHHO-TEXHUYECKOr0 XapaKTepa, HapaBiIeHHBIX Ha
BBIABJIEHHE, OTPAXEHHE M JIMKBUAALUIO NOCIEACTBUH PeaIH3aliiy Pa3IHIHbIX BUIOB yrpo3 I10x;

- KOOpJIUHAIMH NeATENLHOCTH CTPYKTYPHBIX IOAPA3AEICHAN KOMIIAaHUN NIPH IPOBEIEHUU
pabotr mo passutmro u okcmutyatanun HCII[IH ¢ cobmonenneM TpeGoBanuit obecrneyenus
6e3onacuoctu I1/1H;

- pa3paboTKH IPENNIOKEHHH 110 COBEpIICHCTBOBAHUIO IIPABOBOrO, HOPMATHBHOTO,
METOJHYECKOr0, TEXHHYECKOIO N Opranu3anuonHoro obecneuenus 6esonacuocta I1/In 8 UCTTn
KOMITaHUH.

O6nacte npuMeHeHHs KoHIenuwm pacopocTpaHsSeTCs Ha BCE OTHENB MW CIIYXOBI
HCIOJIHUTENRHOrO anmapata u obocobnennsie mnoppasmenenus OAO «KommyHsHEpro» u
nporpammusle cpeactea VICIIJIH, B KOTOPHIX OCYINECTBIIETCA aBTOMAaTH3UpOBaHHas o6paboTka
ITls, a Taxxke Ha IOpa3JENIeHHs, OCYIIECTBISIIOIIHE CONPOBOXAEHHE, OOCIYy)XHBaHWE H
obecneyenrne HopMainbHoro ¢pyukiuonuposanus MCIT/H.

IlpaBoBoii 6Gasoit jua paspaborku Hacrosuredt Konnenmuwm ciyxar TpeGoBaHHS
JeHcTByromux B PoccHu 3aKOHONATENBHBIX ¥ HOPMATHBHBIX JOKYMEHTOB IO OOECIICYECHHIO
6e30macHOCTH nepcoHanpHbIX JaHHbX (I1/1H).



1.06mme noaoxRenns.

Hactosmas Konuemnmus onpezesnseTr OCHOBHEIE IIEJIH U 3aa4H, a TaKxKe OOIIYIO CTPaTETHIo
IIOCTPOEHHs] CUCTEMBI 3amuThl NepcoHabHBIX AaHHbIX (C3I1[[H) OAO «KommyHnsnepro», B
cootsetcTBUH ¢ [lepeynem MCIIJIH. Konuenmus onpenenser ocHOBHEIE TpeGoBaHug H 6a30BbIE
[IOJXOB! K UX peallu3alyy, I JOCTIDKEHHS TpeOyeMoro ypoBHs 6e30MacHOCTH HHOPMAIIHH.

C3I[Ix npencraBnsier cob0H COBOKYNMHOCTh OPraHU3ALMOHHBIX H TEXHHYECKHX
MeponpusTuil A1 3amuThl [IJJH OT HenpaBOMEpHOro WM CIy4alHOTO [OCTYNa K HHM,
YHHUYTOXEHHs, U3MEHEHHs, 6JIOKMPOBaHMsI, KOIIMPOBaHUs, pactipoctpanenus [1/IH, a Takxe HHBIX
HETIPAaBOMEPHBIX AEHCTBHH C HUMU.

bezomacHOCTE ~ NEpCOHANBHBIX  HAHHBIX  JOCTHraeTcs  MyTeM  HCKIIIOYEHHS
HECAaHKIIMOHUPOBAHHOIO, B TOM 4HCJE CIy4allHOro, OOCTyIa K IIEPCOHANBHBIM NaHHBIM,
Pe3yNBETaTOM KOTOPOTO MOXET CTaTh YHHUYTO)XKCHHE, U3MEHEHHE, OJIOKMpOBaHHE, KOHPOBAHHUE,
PpacIpocTpaHeHHe EPCOHATBHBIX JaHHBIX, 8 TAK)KE HHBIX HECAaHKIIHOHUPOBAHHBIX NEHCTBUI.

Ctpykrypa, coctaB U ocHoBHbEle (yHkuum C3I[IJ[H omnpenensroTcs HCXoAs U3 Kiacca
WUCIIOa. C3II[Jz BrIoyaeT OpraHU3allAOHHBIE MEPHl M TEXHHYECKHE CPEACTBA 3aIlATHI
uapopmanuu (B ToM umcae IHQpPOBaNbHBIE (KpUnTOrpaQuuecKue) CpencTsa, CpeNCTBa
IPEAOTBPALUCHHS HECAHKIMOHUPOBAHHOTO JOCTyNa, yTeYKH HHQOPMAUUH IO TEXHUYECKHM
KaHajaM, IPOrpaMMHO-TEXHHYECKUX BO3EHCTBUH Ha TeXHHYECKHe cpeacTBa obpaborku I1/In), a
TaKXe UCIIONIBE3yeMBle B HHGOPMAIMOHHOM crcTeMe HH(OPMALHOHHEIE TEXHOJIOTHH.

OTH MepsI IPU3BAHEI 00ECTIeUnTh:

- KOHQUIeHUMAJBHOCT,  MHQopManuu  (3aMTa OT  HECAHKIMOHMPOBAHHOIO
O3HAKOMJICHHUS);

~ HEJOCTHOCTL MH(pOpMANUK (AaKTyalbHOCTh M HEIPOTHBOPEYMBOCTh HH()OPMAIHUH, €€
3alMIIEHHOCTh OT Pa3pyIICHHS U HECAHKIIHOHUPOBAHHOTO H3MEHEHH);

- MOCTYOHOCTH UHGOPMAIUH (BO3MOXKHOCTS 32 IPHEMIIEMOE BPeMs IIOJIyYUTE TpebyeMyio
HHQOPMAIHMOHHYIO YCIYTY).

Crannu cozpanus C3I1JIH BKIHOYAIOT:

- IPEANPOEKTHAsS CTafus, BKIIOYaromas IpennpoextHoe obcnenosaune WCIIH,
pa3paboTKy TEXHHYECKOro (YaCTHOrO TEXHHYECKOI0) 3aaHus Ha €€ CO3JaHue;

- CTajiusA MPOEKTHPOBaHMs (pa3paboTku npoexTos) U peanuzanuu VCIT/Iy, Brimovaromas
pazpabotky C3I1[u B cocrase MCI1x;

- cranus BBoja B meicreue C3IIJIH, BKIIOYAOMAs ONBITHYIO 3KCIUIYaTallHi0 U IIPUEMO-
CIATOYHBIC MCIBITAaHHS CPEJCTB 3alUUTHl MHGOpMAIHH, a Takke oueHKy coorBerctBus VCIIIn
TpeboBanusIM 0e30MacHOCTH MH(OPMALHH.

Opranu3allioHHbIe MEpPHl IPENYyCMATPUBAIOT CO3JAHHE M MOANEPIKAHHE IPaBOBOH Oasbl
6esonmacrocti I1JlH M pa3paboTky (BBEeZEHHE B JEHCTBHE) INPENYCMOTPEHHBIX IlONUTHKOM
undopmanmonHoit GesomacHoctr VCIIJIH ciexyrompx OpraHu3alHOHHO-PACIOPSIAUTENBHEIX
JOKYMEHTOB:

- Ilnan meponpusTuii no obecreuernto 3amuts! [1]0 npu ux o6pabotke B UCII/IH;

- IInan meponpusTHil 10 KOHTpOJIO obecnieyenus samutsl I1/IH;

- TTopsimox pesepBupoBanys U BocctanoBNeHus paborocnocobnoctu TC u T10, 6a3 naHHBIX
n C3U;

- JlowxHocTHas umHCTpykums aaMueuctpatopa MCII[li B  wactm  ofecrnieuenus
6e3onacHocty [1/1a mpu ux o6pabotke B CII/IH;

- JIOJKHOCTHAs HHCTPYKIHS aqMuHHCTparopa 6esomacuocta UCITx;

- JlomxHocTHas uHCTpYKIUA nons3oBatens MCIIIu B yactu obecneuenus 6e30MaCHOCTH
I1/T1 npu ux o6pabotke 8 UCIIdH;

- MHCTpyKIMS Ha CiTydail BOSHIKHOBEHHMS BHELITATHOM CUTYAIHH;



- PexoMeHaliuy 10 MCIIONB30BAaHMIO IPOTPAMMHBIX U alIlapaTHBIX CPEICTB 3aIIMTHI
“HGOpMaNHH.

TexHuyeckre Mephl 3alUTHl PEATH3YIOTCS MIPU TOMOIIY COOTBETCTBYIOIIUX IIPOrPaMMHO-
TEXHUYECKHX CPEJACTB U METOJIOB 3aIlUTHI.

Ilepeuenr HEOOXOOMMBIX Mep 3alMTBl HMHGOPMAIUM OIpENeNseTcs II0 pe3ybTaraM
BHyTpeHHel nposepku 6esonacnocty MCIIlH xoMnanny.

2. 3apayn C3I1/n.

Ocunopnro#t nensro C3IIJIH sBideTcs MHHHAMH3aIMs yinepba OT BO3MOXKHOM peanu3aiuu

yrpo3 6e3omacunocta [1/1H.
JUis  mocTHxeHHss OCHOBHOH nemu cucrteMa Oesomacmoctd [I1Iw MCIHJn momkHa

obecnieunBaTh 3G GEKTUBHOE PEIIeHHUE CASIYIOMUX 3a1ay:

- 3alIUTy OT BMEWIATeIbCTBa B Ipouece GpyHkiuonuposanus VICTI/IH nOCTOPOHHMX JIHIL
(Bo3moOXxHOCTE Hcrmonb3oBaHHS AC W JOCTYII K €€ pecypcaM JOJDKHBI HMMETh TOJBKO
3apErMCTPUPOBAHHEIE YCTAHOBJICHHBIM IIOPSIKOM [10JIb30BATENHN);

- pasrpaHHYeHHe JOCTYIa 3aperMCTPUPOBAHHBIX IIOJIB30BaTeNied K  alliapaTHBIM,
nporpamMmubM ¥ HH(GOpManuoHEEIM pecypcam MICIIIH (BO3MOXHOCTE HOCTYIA TOIBKO K TEM
pecypcaM M BBIOJIHEHHS TOJIBKO TE€X ONEpalMi ¢ HAMH, KOTOPHIE HEOOXOMMMBI KOHKPETHBIM
nonp3osaressiv VUCIIIH 11 BEIONHEHHS CBOMX CIy>KeOHBIX 00S3aHHOCTEHN), TO €CTh 3aIIUTy OT
HECAHKIIMOHUPOBAaHHOI'O IOCTYIIA:

a) x uHdopmauy, qupKymHpyromei B UCITIx;

0) cpencrsam BerumcIHTENBHOM TexHKH MCIT]IH;

B) anmapaTHBIM, [POTPAMMHBIM M KPHOTOrpaQHYECKMM CpENCTBAM 3alllUTbL,
ucnonssyeMbM B UCIT/1H;

- PeTHCTpalMIO NEHCTBUM MOJB30BaTENed NMPH HCIONB30BAHMY 3alUINAEMBIX PECYPCOB
WCIIJe B CHCTEMHBIX JKypHalaX M IIEPHOJMYECKHH KOHTPOJIL KOPPEKTHOCTH neicTBHit
HOJIE30BATEIIEH CHCTEMBI ITyTEM aHAIIH3a COAEPIKUMOrO ITHX XKYPHAJIOB;

- KOHTPOJIb LEJOCTHOCTH (0becredeHre HEM3MEHHOCTH) CPebl HCIOJIHEHHUS IPOrpaMM |
€€ BOCCTAHOBJICHHUE B CIy4ae HapyIIeHHUS,

- 3alUTY OT HECAaHKUHMOHMPOBAHHOM MOAMGHKAIME ¥ KOHTPOJIb LENOCTHOCTH
ucnone3dyemsix B MICIIJIH mporpaMMHEIX CPEACTB, a TAKOKE 3aIUTy CHCTEMBI OT BHEIDEHHS
HECAaHKIMOHUPOBAHHEIX IIPOTPaAMM;

- sammTy [IJ[H OT yTeuku nO TEeXHHMYECKMM KaHajaM mpu ee 06paboTKe, XpaHEHHH H
nepenade 1o KaHanaMm CBSI3H;

- samury IIJ{n, xpasumoii, o6pabaTsiBaeMON W repenaBaeMoi IO KaHajgaM CBS3H, OT
HECAHKITMOHUPOBAHHOT'O PasTyIaIlCHHs] HIIH HCKa)KEHHS;

- ofecrieueHne >KMBYYECTH KPHITOrpaHYecKHX CpPEACTB 3aluThl WH(OpManuy HpH
KOMITPOMETAIMH YaCTH KIFOYESBOH CUCTEMEL;

- CBOCBPEMEHHOE BBLIBJIIEHHE HCTOYHHKOB yrpo3 6esonacrocty [1/]H, npuymH # yClIoBHi,
CIIOCOOCTBYIOIINX HaHECeHHIO ymepba cybpektam I1JIH, co3jaHHe MeXaHH3Ma OINEPaTHBHOTO
pearupoBanMs Ha yrpo3s! 6eszonacHoctd [1/IH ¥ HeraTUBHbIE TEHACHIINH,

- CO3J@aHHe YCJIOBMH Ul MHHHMMHM3AMM H JIOKaJM3allMd HAaHOCHMOro yiuep6a
HENPaBOMEPHBIMH JeHCTBUSIMU (DH3UYECKHX W IOPUAMYECKHUX JIMI, Oclabjiedye HeraTHBHOTO
BJIMSHMS Y JIMKBHIAIMS NOCIEACTBUH Hapymenus 6e3omacuocts [T1TH.
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3. O0peRTHI 3a0HTHI.

3.1 llepeyenns nHPOPMALHMOHHBIX CHCTEM.
B xomnanuu OAO «Kommyussaepro» npoussogutcs 06paboTka NepCOHAIBHBIX JaHHBIX B

HH(pOPMAIMOHHEIX crcTeMa 06paboTky nepcoHanbHbIX JaHHBX (UCITOH).
Ilepeuens MCIIJIH ompenensgercs Ha ocHoBaHuu OTdera IO pe3yibTaTaM BHYTpPEHHEH

IIPOBEPKH.

3.2 IlepedeHb 00bEKTOB 3aMMTHI.

OG6pexTaMu 3aIUTHI SBIIIOTCS — HHpopManus, obpabatsBaemast B UCI1In, 1 TexHUYeCKHE
cpencrBa ee 00paboTky W 3amuTsl. [lepedeHp MEPCOHANBHBIX JAHHBIX, MMOIEXKAIIHME 3allHTe,
onpeneneH B Ilepeune nepcoHanbHBIX JaHHBIX, Mo Iexamux 3amure B ICITT.

OO6BeKTHI 3aIUTH BKIFOYAIOT!

1) O6pabareiBaemas nadOpMAaIHS.

2) Texunonoruyeckas HHGOPMAIH.

3) [porpaMMHO-TEXHHYECKHE CPEACTBA 0OPaBbOTKH.

4) Cpencrsa samutsi I1]1H.

5) Kananst uHGOpMaIHOHHOTO 06MEHA U TEIEKOMMYHHKALHH.

6) OGBeKTH M HOMEIIEHHS, B KOTOPHIX pasMemeHs! KoMmonents! MCTI Tx.

4. Knaccuduxanus noassosarteneit UCITn.

[Tonesosatenem MCII/[H sBnseTcss JIHIO, Yy4YacTByomee B (QYHKIHOHHPOBAHHH
UHQOPMALIMOHHOR CHCTEMBl IEPCOHATBHBIX JAHHBIX WM HCIOJB3YIOMEE pe3yNbTaThl ee
¢ynxumonuposanus. I[lons3osarenem UCII/IH sBisercs moGoH COTPYAHHK KOMITAHUH, HMEFOIIHI
nocryn x UCIIJIn 1 ee pecypcaM B COOTBETCTBHH C YCTAHOBJIEHHBIM ITOPSIKOM, B COOTBETCTBHH C
ero (hyHKIIHOHATBHBIMH 003aHHOCTAMH.

IMone3osarenu UCIIIH nensrcs Ha TPH OCHOBHBIE KATErOPHH:

1) Anmunncrparop UCITIa. CoTpy iKY KOMIIAHHE, KOTOPBIE 3aHHMAFOTCS HACTPOMKO,
BHEIDEHHEM M CONpOBOXKAeHHEM cucreMbl. AaMunucrparop MCII[H obmamaer cremyromum
YPOBHEM JOCTYTA:

- obnapaer monHOH MHQOpMaIHE# O CHCTEMHOM W NPHUKJIAIHOM IIPOIPaMMHOM
obecneuennn UCI1/H;

- obnamaer noaHo# MHGbOpMamHel O TEXHHYECKHX CPEACTBAX ¥ KOH(QHIYpaLHH
UCIIdsn;

- MMEET JOCTYI KO BCEM TEXHHYECKMM cpelcTBaM o0paboTku uHpOpManud u
nauasmM UCITn;

- obnamaer npaBaMH KOHQOUIYPUPOBaHHS H aAIMHHHUCTPATHBHON HACTPOMKH
TexHuyeckux cpencts MCIIIn.

2) Iporpammuct-paspabotunk  WMCITJIn. COTpPYAHHKE KOMIAHHH HIH CTOPOHHHX
OpraHu3auuy, KOTOphIE 3aHMMAIOTCS pa3paboTkoi mporpamMHoro obecrnedenus. Paspaborumk
HCIT/Ia obnamaer cieyromyM YpOBHEM JOCTYIIA:

- obnagaeT nHGOpMarHei o6 anroputMax u nporpamMmax o6paborky HHGOpPMAITHH
Ha UCI1Ix;

- o0najaeT  BO3MOXXHOCTAMH  BHEeceHHs  omubOK, HEHEKIapUPOBAHHBIX
BO3MOXKHOCTEH, NPOrpaMMHBIX 3aKJIaJ0K, BPEHAOHOCHBIX IpPOTpaMM B IPOrpaMMHOE
obecneuenue VICII/IH Ha cTanun ee pa3paboTKH, BHEAPEHUS H COIPOBOXKICHHUS;

- MOJXKET pacroJjarars Jo0smu pparmenTamMu na(opManuu o Tonosorus UCIIu
U TEXHUYECKUX cpencTrax obpabotku u 3amutst [1/{H, o6pabdatrmaemseix B UCIT/H.
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3) Oneparop UCI1[{n. COTpyRHUKH MOAPA3AETEH I KOMIAHWY YIaCTBYIOLINX B nporecce
sxcrutyatanuu UCITQn. Oneparop MCI1I1 obnafgaet cienyoumm ypoBHEM AOCTYIIA:

- obnajaer BceMH HeoOXomuMBIME  aTpuOyTramu  (HampuMep, aposieM),
obecneunBaroIMME JOCTYI K HEKOTOPOMY moaMHOkecTBY IT)1H;
- pacrnoiaraeT KOHGUICHIHATBHBIMHI TaHHBIMH, K KOTOPHIM HMEET HOCTYI.

Kareropuu noss3osareseif 10JDKHEI OBITE onpeesiers! st Kaxnod MUCITTu. JomkHO 6BITH
YTOYHEHO pa3jieJICHHE COTPYIHUKOB BHYTPH KaTE€rOpHif, B COOTBETCTBHH C THIIAMH [10JIb30BATENEH
onpeneneHHbIMH B [Tonutrke HHGOPMANHOHHOMK GE30I1aCHOCTH.

Bce BbusBNeHHBIE TpYNIBEl TOJB30BaTeNeill orpaxarorcs B OTdeTe 1O pe3ynbTaTaM
BHYTpeHHEH mpoBepku. Ha ocHoBanmmu Ortdera ONpEReNsIOTCSA Mpasa JOCTYNa K dJIeMEHTaM
WCIIIn mis Beex rpymn mosp3oBateneif W oTpaxaioTcs B Marpuiue foctyna B ITonoxeHHH 0
pasrpaHUYCHHH NIPaB JOCTyIa K 00pabaThIBaEMBbIM HEPCOHANBHEIM JaHHbIM.

5. OcHoBHBIE DPHHIHIBI OCTPOEHHS CHCTEMbI KOMILJIEKCHOM 3aIUTHI
uHpopManum.

Iloctpoenue cuctembl obecneuenus Gesomacnoctu ITJIln MCIT[H xoMmauuum u ee
(YHKIHOHHPOBAHHE JOIDKHEI OCYIIECTBIIATHCS B COOTBETCTBHH CO CIEAYIOIAME OCHOBHBIMH
IPUHLIAIIAMI:

- 3aKOHHOCTb,

- CHCTEMHOCTH;

- KOMIUIEKCHOCTB;

- HEIPEPEIBHOCTE;

- CBOEBPEMEHHOCTB;

- IIPEEMCTBEHHOCTE M HEIIPEPBIBHOCTE COBEPUICHCTBOBAHHUS,

- IIEPCOHANBHAS OTBETCTBEHHOCTD,

- MHHHMH3ALS TOTHOMOYHIA;

- B3aMMOJIECHCTBHE U COTPYIMHHYECTBO;

- THOKOCTH CHCTEMBI 3alMTH;

- OTKPHITOCTE AJITOPHTMOB U MEXaHHU3MOB 3AIHTHI;

- IPOCTOTA IPUMEHEHHS CPEJICTB 3allHTHI;

- Hay4Has 000CHOBAHHOCTE M TEXHHYECKAS PEAIH3yeMOCTD;

- crenyanu3anus ¥ npodecCHOHAIN3M;

- 0053aTeTBHOCTD KOHTPOJIS.

5.1 3akoHHOCTD.

IIpexmnonaraeT ocymecTBICHHE 3AIUTHBIX MEPOIPUATHIT U paspaborky C3I1/IH KoMnaHHK
B COOTBETCTBHM C JCHCTBYIOIIMM 3aKOHONATENLCTBOM B obmactu samurtsl I u mpyrux
HOPMaTHBHBIX aKTOB I10 6€30MacHOCTH HH(OPMALMH, YTBEPIKICHHBIX OPraHaMH TOCYIapCTBEHHOM
BJIaCTH H YIIPaBJIEHHUA B IPEEIaxX HX KOMITETEHIHH.

[Tonp3oBatenu u obcmyxuparoumit mepconan I1Jx WMCIIJH KOMIDaHu# NOJDKHBI GBITH
OCBEIOMIJICHHI O MOpsAIKe pabOTEI C 3alyINaeMoil HH(popManyel ¥ 06 OTBETCTBEHHOCTH 32 3alUTHI
I1s.

5.2 CucreMHOCTD.
Cucremupit momxon x moctpoennto C3IIJlH KOMIaHMM NpenmojaraeT ydeT Bcex
B3aMMOCBSA3aHHBIX, B3aHMONEHCTBYIONIUX ¥ H3MEHSIOIUXCS BO BPEMEHH JJIEMEHTOB, YCIOBHH H
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(aKkTOpOB, CYINECTBEHHO 3HAYMMBIX U1 NOHHMAHHUA M pelieHus npobiemsl obecriedeHus
6e3omacuoctr [1/{n UCIT/IH xoMIanuy.

[Npu co3manmy CHCTEMBI 3alIIMTHI JIOJDKHBI YUHTHIBATHCS Bee cllabble 1 Haubouiee ysI3BUMbIS
MecTa cucteMsl ob6paborku 11, a TakKe XapakTep, BO3MOXHBIE OOBEKTH! ¥ HAIIPaBJICHUS aTaK Ha
CHCTEMY CO CTOPOHBI HapyluuTesnei (0coOEHHO BBICOKOKBAIM(HIIMPOBAHHBIX 37I0YMBIIIIEHHUKOR),
IIyTH NPOHHKHOBEHUS B pacnpepenennbie cucteMbl u HCJl x mHopMarmun. CucteMa 3alMThI
JIOJIKHA CTPOHTBECS C Y4E€TOM HE TOJBKO BCEX H3BECTHHIX KaHayioB mpoHukHOBeHHs W HCJI k
UH(OPMAIIH, HO ¥ C YIETOM BO3MOXXHOCTH IOSIBJICHUS IPHHIUITAAIHHO HOBBIX MyTeH pean3auy
yrpo3 6e30MacHOCTH.

5.3 KoMIJIeKCHOCTD.

KomimiekcHOe HCIIoNb30BaHie METO/IOB H CPEJICTB 3aIMUTHI PEIIOJIaracT corjiaCcoBaHHOe
IPUMEHEHHE DPa3HOPOIHBIX CPEIACTB IPH MOCTPOCHUM ILEJIOCTHOM CHCTEMBI  3alllUTEHI,
IEPEKPHIBAIOLIEH BCE CYIIECTBEHHBIE (3HAYMMBIE) KaHAIBI pealM3aldyi Yrpo3 ¥ He colepiKamieit
c1abbIX MECT Ha CTHIKaX OTJEIBHEIX €€ KOMIIOHEHTOB.

3amuTa JOJKHA CTPOMTHCS SIUEIOHHPOBaHO. [ KaXXA0ro KaHaia yTeukd HHGOPMAaIHH K
JUid KaXOoH yrposel 0€30IacHOCTH JOJDKHO CYINECTBOBATH HECKOJBKO 3aIUTHBEIX PyOexei.
Coznanue 3amMTHBEIX pyOexeH OCYIIECTBISETCS C YYETOM TOrO, YTOOBI IS HX IPEOMOJIEHHS
[IOTEHUHAIBHOMY 3JIOYMBIIUICHHUKY TpeOOBAIHCE MPOQEeCCHOHATIBHEIE HABHIKH B HECKOJIBKHX
HEB3aUMOCBSI3aHHBIX 00JIaCTAX.

Bremnsas ~— 3ammuTa  gomkHa — obecmedymBaThes  (U3HYECKHMHM  CPENCTBAMH,
OpPraHH3alMOHHBIMM M IIPaBOBEIMH Mepamu. OpHuM u3 Haubojee YKpEIUICHHBIX pybOexeit
IpU3BaHbl OBITH CPEACTBA KPUITOTpadMyecKON 3alUThl, PeaM30BaHHBIE C MCIOJIL30BAHHEM
texHonorur VPN. Tlpuxnanso#t ypoBeHB 3allUTHI, YYUTHIBAIOIIHMH OCOOGEHHOCTH IIPEIMETHOM
obnacTy, IpeCTaBIsgeT BHYTPEHHUH pyOex 3aliuThl.

5.4 HenpepriBrocth 3amutsl I11H.

3amura IIJlH — He pa3oBoe MEpONpPHATHE M HE IPOCTast COBOKYIIHOCTH IPOBENEHHBIX
MEPONPUATHH M YCTaHOBJIEHHBIX CPE/CTB 3aIIUThI, a HENPEPHIBHAIN lIeIeHaNpaBlIeHHBIH poLecc,
IIPEANIONaraloniui NpUHATHE COOTBETCTBYIOIUX Mep Ha BCEX ATamax jxu3HeHunoro uukia NCIT .

WCIIIs momKHBI HAXOAUTHCS B 3aLIUIIEHHOM COCTOSHHM Ha MPOTSIKEHHH BCETO BPEMEHH
uX (PYyHKIMOHMPOBAaHHA. B COOTBETCTBUH C 3THM IPHHIMIIOM JOJDKHBI IPUHHMATECA MeEpPhI 110
Heponymenuro nepexoga CII/Ia B HezamuneHHOE COCTOSHHUE.

BonpmmHCTBY (QH3MYeCKMX M TEXHHYECKHX CpEJCTB 3alluThl Uit 3(QQEKTUBHOTO
BBIIIOJIHEHMS CBOMX (YHKIHMH HeoOXomuMa IIOCTOSHHAs TEXHHYECKas W OpraHu3alHOHHAas
(amMuHMCTpaTUBHAS) NOLIEPKKa (CBOGBpPEMEHHas cMEHa M 00ecreyeHne MpaBUIIbHOIO XPaHEH s
W NPUMEHEHMs HMEH, NapoJie, xirodyeld mupoBaHus, IepeoNpeNeicHHe NOJHOMOYHM U T.IL.).
IlepeppiBel B paboTe CPeACTB 3aIHTHI MOTYT OBITH HCIIOJIB30BAHBI 3JIOYMBIILICHHHKAMH JIJIsl
aHaIM3a MPUMEHAEMBIX METOIOB U CPEJCTB 3aIUTHI, UL BHEAPCHHS CIIEHHATBHBIX TPOTPaMMHBIX
M annapaTHeIX "3aKiaZoK' M APYTHX CPEACTB TIPEONOJICHHS CHCTEMBI 3alUThl IIOCIE
BOCCT@HOBJICHHS €€ (PYHKIHOHUPOBAHHUA.

5.5 CBoeBpeMeHHOCTD.

Ipenmonaraer ynpexxparoumit xapakrep Mep obecnedenus Gesonacuocts ITJH, TO ecTh
IIOCTAHOBKY 3ama4 no komiuiekcHod 3amure WCII[IH u peanusanuio Mep oOecriedeHus
6eszonacHoctH I1/lH Ha panHuX cTamusx paspaborku MCIIJIH B menoM M ee CHCTEMBI 3aIUUTHI
HH(QOPMAITHH, B YaCTHOCTH.

PaspaboTka cucTeMB! 3aIUThI JOJDKHA BECTHCH TTApAJUIEIBHO ¢ pa3paboTkoil B pa3BHTHEM
caMOf 3alMIIAaeMOl CHCTeMbl. JTO IIO3BOJIMT Yy4yecTh TpeOoBaHHSI O€30IacHOCTH IIpH
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IIPOEKTUPOBAHMK APXUTEKTYPBl M, B KOHEYHOM cueTe, co3xaTh Oosiee 3¢ eKTHBHBIE (KaK Mo
3aTpaTaM pecypcoB, TaK M 10 CTOMKOCTH) 3allWIIEHHBIC CHCTEMBI.

5.6 HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHHEC.

IpeanonararoT NOCTOSIHHOE COBEPIICHCTBOBAHHE MEP M CPEICTB 3aluThl HHGOPMALUK Ha
OCHOBE IIPEEMCTBCHHOCTH OPraHU3alHMOHHBIX M TEXHUYECKHX pPEIICHWH, KaJpOBOTO COCTaBa,
ananusa ¢pyakunuonuposanus VCIII(H u ee cucTEeMBI 3alMTE ¢ YYETOM H3MEHEHHH B METOJAX H
CpelCcTBax IepexBaTa HMHQOpMalMH{, HOPMATHBHEIX TpeOOBaHMI IO 3aUIMTe, HOCTHTHYTOIO
OTEYECTBEHHOIO M 3apy0Oe)XHOro OmbITa B 3TOH 06nacTH.

5.7 IlepcoHajibHast OTBETCTBEHHOCTD.

Ilpenmonaraer BO3JOXXKEHHE OTBETCTBEHHOCTH 3a ofecneuenwe Gezonacuoctd IIJn u
CHCTEMBI HX 00pabOTKH Ha KKIOro COTPYAHHUKA B Ipeesax ero mojaHoMourii. B cooTBercTBuH ¢
OTHM IPHHIHUIIOM paclpeesieHue IpaB i 00g43aHHOCTEH COTPYAHHKOB CTPOUTCS TaKuM 00pa3om,
9ToOBI B cilydae JFOO0T0 HapyIIeHHS KPYr BUHOBHUKOB OBLI YETKO HM3BECTEH HJIM CBENEH K
MUHUMYMY.

5.8 IlpyHIAN MEHEMH3A UM TOJTHOMOYHIA,

OsnauaeT npenocTaBIeH e MOIb30BATEIAM MHUHUMAIBHBIX IPaB JOCTYIA B COOTBETCTBHH C
NPOM3BOACTBEHHON HEOOXOIMMOCTRIO, Ha OCHOBE INpPHHIMIA «BCE, YTO HE paspelieHo,
3aIlpelIeHO ».

Hoctyn x IJlB n0mKeH NMPENOCTaBIATBCA TOJNLKO B TOM Cilydae H OOBEMe, €CIIH 3TO
HeO0OXOMMO COTPYIHUKY JUIS BBIIOJHEHHUS €70 JOIKHOCTHBIX 00S3aHHOCTEH.

5.9 BzaumopaeiicTBHE B COTPYIHHUYECTBO.

IIpennonaraer co3ganue GlaronpusATHOM aTMOC(EPHI B KOJIEKTHBAX [IO/Ipa3ICTICHUH,
obecnieynBaromux aestensrocts MCITJH KoMIaHUH, JUIS CHHXKEHHS BEPOSATHOCTH BOIHHKHOBEHHS
HETaTUBHBIX NEHCTBUH CBA3AHHBIX C YEIIOBEYECKHM (aKTOPOM.

B Taxo# 06cTaHOBKE COTPYXHUKH JOJIKHBI OCO3HAHHO COBIIONATh YCTAHOBICHHBIE IpaBUia
1 OKa3BIBAaTh COJEHCTBUE B JAEATENLHOCTH OAPA3ICICHUM TeXHHYECKOH 3aiuThl HEGOPMAIUH.

5.10 I'n6xocTh cucremsr 3amutel I n.

IIpuHATEIE MEDBI H yCTAHOBIICHHBIE CPECTBA 3allUTHL, OCOGEHHO B HAYATLHBIH NEPHOJ HX
OKCIUTyaTaluy, MOTYT 06ecreunBaTh KaK 4pe3MEpHEI, Tak ¥ HEAOCTATOYHEIH YPOBEHD 3aIIUTHL
Hist ofecriedenns BO3MOXKHOCTH BapbHPOBAHMS YPOBHEM 3aINMINEHHOCTH, CPEACTBA 3aIlHTHI
HOJDKHEL 0651a0aTth onpeneneHHoN rubkocThio. OcobeHHO BaXXHBIM 5TO CBOMCTBO SIBISETCS B TEX
ClIy4asx, KOrjia YCTaHOBKY CpPEACTB 3alMTHl HEOOXOMUMO OCYIIECTBIATH HA pabOTaIOIIYIO
CHCTEMY, HE HapyIas Ipolecca €€ HOpMaIbHOTO GYHKIMOHHPOBAHHUS.

5.11 OTKpBITOCTEL ANTOPHTMOB H MEXAHH3MOB 32U T

CYTB IPpHAHIMIIA OTKPBITOCTH AJITOPHTMOB H MCXaHH3MOB 3aIlIUTHI COCTOHT B TOM, 4YTO
3alUTa HE JOJDKHA 00eCIeUuBaThLCS TOJIBKO 34 CUET CCKPECTHOCTH C’I”p}’KTypHOﬁ OpraHu3aiyy 1
aJITOPHTMOB (I)YHKHI/IOHHPOBaHI/ISI €€ MoJICUCTeM, 3HaHue aNropuT™MOB pa60T51 CHCTCMBI 3allIUTHI HC
AOJDKHO MaBaThk BO3MOXKHOCTH €C IPCONOJICHUSA (IIEDKC aBTOpaM). OIlHaKO, 3TO HE 03HA4acT, 4To
I/IH(bOpMaIII/ISI 0 KOHKp@THOﬁ CHUCTEME 3aIMTHI JOKHA OBITE OGHIG,ZIOCTYHHa.
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5.12 IIpocToTa NPpUMEHEHHS CPEACTB 3aIUThI.

MexaHu3MBbl 3aL0UTHl JOJDKHB! OBITH HHTYHTHBHO IIOHSTHBI M IIPOCTHI B MCIOJBb30BAHUH.
IIpuMenenne cpencTB 3alIUTh HE JOJDKHO OBITh CBSI3aHO CO 3HAHHEM CIIEIHAIBHBIX S3BIKOB HIIH C
BBIIOJIHEHHEM JNEHCTBHMH, TpeOyIOIMX 3HAYMTENBHBIX JOMOJHUTEISHBIX TPYHO3aTpar IIpH
o0BIMHON paboTe 3aperHCTPUPOBAHHBIX YCTAHOBJICHHBIM IOPSIAKOM IOJIB30BATENEH, a TAKXKE He
JOJKHO TpeOOBaTh OT IT0J1530BATEIIA BBIIOIIHEHNS PYTHHHBIX MaJIOIOHATHBIX €My Oonepanuii (BBOX
HECKOJIBKYX [1apoJieH ¥ MMeH H T.1.).

JlomxHa HocTUraThCcs aBTOMaTH3alHMs] MaKCHMAJIBHOTO 4Kciia ASHCTBUM IOJIB30BaTeNel 1
agmuHucTparopos CIIIx.

5.13 Hay4ynast 060CHOBAHHOCTH M TEXHHYECKASN PEATH3YEMOCTD.,

WudopmannoHHEIE TEXHONOTHH, TEXHHYECKHE H IPOrPAMMHBIE CPENCTBA, CPEACTBA H MEPBI
3aMTEl HHGOPMALHY IOKHEI OBITH PEATH30BaHB! HA COBPEMEHHOM YPOBHE Pa3sBUTHS HAYKM H
TEXHUKH, HAy4YHO OOOCHOBAHBI C TOYUKM 3PEHHs JOCTHXKEHHS 3aJaHHOTO YPOBHA 6€30IacHOCTH
MHGOpPMaUMH H JIOKHEI COOTBETCTBOBATH YCTAHOBJEHHBIM HOpPMaM M TpeGOBAHMAM IO
6ezonacuoctu I1/1H.

C3[x nomxHa OBITE OPHEHTHPOBAHA Ha PEIICHHS, BO3MOXHbIE PHCKH IUIS KOTOPBIX H
MEpBI IPOTHBOACHCTBUS ITUM PUCKAM IIPOLIIH BCECTOPOHHIOK TEOPETHYECKYIO M MPAKTHYECKYIO
IIPOBEPKY.

5.14 Criennanusanus 1 npo)ecCHOHAIHIM.

IIpennonaraer npusnedeHHe K pa3paboTKe CPEACTB M pealn3alliél Mep 3allWTHI
MHOPMAlUK CTIENUATU3HPOBAHHEIX OpPraHK3aLuii, Haubosee MOATOTOBNEHHBIX K KOHKPETHOMY
BHIY AEATENLHOCTH 10 obecnieyenuo 6ezonacHocty I1J[H, MMEIOIHX OMBIT IPAKTHIECKOH paboTh!
U TOCYJapCTBEHHYIO JIHIIEH3HMIO Ha IIPaBO OKa3aHUS YCIyT B 3Toi objactu. Peammsanus
aIMHHMCTPATHBHBIX MEp M OKCIUIyaTalMs CPEACTB 3alUThl JOJDKHA OCYINECTBIATHCS
1po(heCCHOHANBHO TOATOTOBICHHBIMY CIIENAATHCTAMHA KOMITaHHH.

5.15 Obs3aTenbHOCTH KOHTPOJIA.

[penmonaraer 06sA3aTeNFHOCTE ¥ CBOCBPEMEHHOCTE BBLIABJIEHHS H IPECEYEHHS MOIIBITOK
HapyIIeHHs yCTaHOBICHHBIX IIpaBuil obecniedenns OesonacHoctr [1/[H HA OCHOBE HCIOIB3YEMBIX
CHCTEM U CPEICTB 3alllUThl HHPOPMAIMH [IPH COBEPIICHCTBOBAHNY KPUTEPHEB M METOOB OLIEHKH
3(QdEKTUBHOCTH 3THX CHCTEM H CPEICTB.

KoHTpons 3a HeATeNsHOCTBIO JOGOro IIONB30BATENS, KAKIOIO0 CPeACTBAa 3aIMTHl U B
OTHOIIECHUH JF060r0 06BEKTa 3aIHUTHl KOJDKEH OCYINECTBIATHCA Ha OCHOBE IPUMEHEHHS CPEICTB
OIEPATHBHOIO KOHTPOJIA M PEMCTPAlMH B JODKEH OXBaThIBATh KaK HECAHKIIMOHMPOBAHHEIE, TaK K
CaHKIMOHMPOBAHHBIE NEHCTBHUS MOJIb30BATEIEH.

6. Mepbl, METOABI H CpEACTBA obecrieuennst TpeﬁyeMoro YpPOoBHA 3aIIHIICHHOCTH.

Obecneuenne TpeOyeMOro ypOBHsS 3alIMINEHHOCTH JOJDKHOCTH JOCTHTATHCH  C
HCIIOJIB30BAaHHEM MEp, METOJIOB H CpeACTB Oe3onacHocTH. Bee Mephi obecriedenns 6€30macHOCTH
HCIIIH noxpa3menstoTest Ha:

- 3aKOHOJaTeNbHBIE (IIPaBOBEIE);

MOpabHO-3THYECKHUE;

OpraHU3alOHHBIE (AIMUHUCTPATHBHEIE);
buznyeckue;

- TEXHHYECKHE (annapaTHbie H NPOrPaMMHEIE).
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ITepeyens BrIOpaHHBIX Mep obecnieueHus 6e3omnacHocT oTpaxkaercs B [nane MeponpusTiit
10 00ECIIeYEeHHIO 3alUThHl HEPCOHATBHBIX JaHHBIX.

6.1 3akoHoaareabHbIE (TIPaBOBLIE) MepPhI 3AIUTHL

K npaBoBpIM MepaM 3aiUThl OTHOCATCS IEHCTBYIOIIHME B CTpaHE 3aKOHBI, YKasbl U
HOpPMAaTHBHBIE aKTHI, PerJaMEHTHpPYIOIUE npaBuia obpamenus ¢ I1/[H, 3axpermaromnue mpasa u
OOs3aHHOCTH YYacTHHKOB HH(OPMALMOHHBIX OTHOLUIGHMH B mponecce ee 00paboOTKH U
HCIIOJIE30BAHUSA, a TAKXKE YCTAHABIMBAIOIIUE OTBETCTBEHHOCTh 33 HAPYLICHUS 3THUX I[IPaABHIL,
IPENATCTBYS TEM CaMbIM HEIPAaBOMEPHOMY UCIIOJIBE30BaHmIO [1JIH 1 ABJIAIOMHECS CAEPKHUBAIOIIAM
($axTOpOM IUIs IOTEHIIHATHHBIX HAPYIIUTENECH.

ITpaBoBBIE MEPHI 3aIIUTHI HOCAT B OCHOBHOM YHIPEXIAIOIIMH, TPODHIAKTHIECKUH XapaKkTep
U TpebyloT IOCTOSHHOH pa3psCHUTENBHOH pabOTHl C IMOMB30BATENSAMH U OOCIY)KHBAIOLIMM
IIEPCOHANIOM CHCTEMBIL

6.2 Mopa/jibHO-3THYECKH e MepPbI 3aIUTHI.

K MOpanpHO-3THYECKHMM MEpaM OTHOCSTCS HOPMBI MOBEINECHHs, KOTOPBHIE TPaAMIHOHHO
CIIOXKHIINCH MJIM CKJIa[BIBAIOTCA MO Mepe pacrpocTpaHenus OBM B crpane mnu obimectse. DTH
HOpMBI GOJIBLIEH YACTRIO HE SABJAIOTCS OOA3aTENBHBIMH, KaK 3aKOHONATENBHO YTBEPXKIECHHBIE
HOPMAaTHBHBIE aKThl, OHAKO, KX HECOOIIOCHHE BeIeT OOBIYHO K HaJeHUIO aBTOPUTETA, IPECTIKA
YeJIOBEKa, TPYNIbI JIUI] WK OPraHu3anuy. MopaibHO-3THYECKHE HOPMBI ObIBAIOT KAK HEIHCAHblE
(manpumMep, o6IIeNpH3HAHHBIE HOPMBI YECTHOCTH, ATPHOTH3MA M T.IL), TaK M [HCAHBIE, TO €CTh
o(opMIIEHHBIE B HEKOTOPBIN CBOX (YCTaB) MPABHJI WM IIPEATHCAHMH,

MopanbHo-3THYECKHE MEpBI 3aIOMTHl SBJISAIOTCH NPOQUIAKTMYECKMMH H  TpeOyIoT
MNOCTOSHHOM pPabOTBl 10 CO3AHHIO 3[0POBOr0 MOPAIBHOINO KIMMaTa B KOJJIEKTHBAX
nozapasJeneHuil. MopanabHO-9THYECKHE MEphl 3aIUTHl CHYDKAIOT BEPOSTHOCTH BO3HHKHOBEHHS
HETaTUBHBIX JEHCTBUH CBA3aHHBIX C YEJIOBEUYECKHM (PaKTopoM.

6.3 Opranusanuonnbie (AAMHHECTPATHBHBIE) MEPLI 3aIUTHI.

OpranusanuosHele (aAMUHHCTPATHBHEIE) MEPHI 3aLIUTHI - 5TO MEPhl OPraHU3aMOHHOTO
XapakTepa, perjameHTupylomue 1npoueccsl ¢yHxumonupoanus HWCIIH, wcnons3oBanue
pecypcoB  HMCIIlH, nedtensHOCTs OOCIYXHBAIOIIEro IEPCOHANiA, @ TaKKe IOPANOK
B3aumMonencTBus nonp3oBatenedt ¢ VCII/In takuM o6GpasoMm, uyToGBl B HauOOJNBIIEH CTEHNEHU
3aTPYAHHUTD HIJI HCKIIIOYATH BO3MOXHOCTh PEATH3alUH YIpo3 6e30acHOCTH WM CHU3HUTH pasMep
HOTEPD B CIIydae MX pPean3aiiy.

I'aBHas nenmb aqMUHUCTPATHBHBIX MED, IPEANPHHHMAEMBIX Ha BBICIIEM yIPABIECHIECKOM
ypoBHe ~ copmuposarh [lomutuky mudopmarnmonHoi Gesomachoctu I1[n (oTpakaromryro
IOJIXOJIBI K 3a11uTe HHGOPMALUK) H 00ECIIEYHTh €€ BEIIOIHEHHE, BBIAEIAL HEOOXOMUMBIE PECYPCEI
¥ KOHTPOJIMPYS COCTOSIHHE eI

Peanusanus Iomutuxu napopmanuonHoit 6esonacoctu I[1n 8 UCIT/IH cocTost u3 Mep
aIMUHHCTPATUBHOIO YPOBHS H OPraHM3allMOHHBIX (IIPOLEYPHBIX) MEP 3alHATH HH()OpMAIIHH.

K anMHHHCTPaTHBHOMY YPOBHIO OTHOCSTCS PEIIEHHS DPYKOBOJCTBA, 3aTpardBarolIde
nestensocts UCIIIE B LemoM. OTH pelueHHs 3akperisiores B [lomuTuke HHOOPMAMOHHON
6e3zonacHocTtH. IIprEMepoM Takux pelieHuit MOTYT OBITh:

- [IPUHATHE DEINEHHs O (OPMHPOBAHHHM HIM IIEPECMOTPE KOMILIEKCHON MPOrpaMMEl
obecneuenus 6esonacHocTH [1/]H, onpe/enenne OTBETCTBEHHBIX 3a €€ PEATTU3ALHIO;

- (hopMyIIHpOBaHHUE LIENIEHl, TOCTAHOBKA 3aJ[a4, ONpEeeICHUE HAPABJIEHUH NeSTENLHOCTH B
obnactu 6e3omacuoctu I1JTH;

- IPMHATHE DPENIEHHH II0 BONpOCaM pealx3alyi IporpamMMmbl Oe30IIaCHOCTH, KOTOPBIE
paccMaTpHBalOTCs Ha YPOBHE KOMIIAHHH B LIEJIOM;
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- obecnieueHre HOPMATHBHOH (IIpaBoOBOi) 6a3bl BONIPOCOB OE30MACHOCTH U T.I1.

IonuTHKa BEpXHETO ypOBHS JOKHA YETKO OUYEPTHTH cepy BIMSHUS H OrPaHHYEHHS [IPU
onpeneneHuy uenei OesomacHoctd IIJIH, omnpenenuTe Kak¥MMH pecypcamu (MaTepHalbHBIE,
TiepcoHan) OHH OyAyT ROCTHIHYTHI H HAHTH Pa3yMHBIH KOMIIPOMHCC MEX/Y IIPHEMIIEMbIM YPOBHEM
6e3onacHocTy ¥ QyHKIHoHaNBHOCTHIO VICTTH.

Ha opranuzaniioHHOM ypoBHE OIPEIEIISIOTCS NPOLEAYPH U IIPABUIIA TOCTHKEHHUS LieJeH 1
peirenus 3anayq Ilonutuxn uapopmanmonno 6esonacnoctr ITIH. DTH npaBuia onpenesnsior:

- KakoBa 00J1acTh NPUMEHEeHUS HoNMuTHKH 6e3omacaoctu [1Ix;

- KaKOBBI POJIK B 0053aHHOCTH HOJDKHOCTHBIX JIMII, OTBEYAIOIINE 33 IPOBEACHHE OJIUTHKY
6e3zonacuoctH I1J1H, a Tak e ¥X YCTAaHOBUTH OTBETCTBEHHOCTE;

- KTO uMeeT mpasa goctyna x [1J1H;

- KaKUMM MEpaMH H cpeficTBamMu obecriednBaercs 3amura 1111;

- KaKUMH MEPaMM U CpeICTBaMHU 00eCIeUnBAETCS KOHTPOJIB 3a COOMONEHHEM BBEAEHHOI0
pexuMa 6€30IaCHOCTH.

Opr AHHU3alTHOHHBIC MCPBI JOJIXKHBI!

- peAyCcMaTpuBaTh  pErjaMeHT HHQOPMAUMOHHBIX  OTHOLICHMH, HCKIIOYAIOUIMX
BO3MOXXHOCTb HECAHKIIMOHUPOBAHHBIX JICHCTBUI B OTHOIIEHHH 0OBEKTOB 3aLIUTHI;

- ONpEeNeNiITh KOAIHIMOHHbICE M HEPApXWYECKHE NPHHIMNBI U METOIbl pasrpaHuuyeHUsS
nocryna k [1/1x;

- ONPEAENIATh IOPANOK paboThl C NPOrpaMMHO-MATEMATHYECKHMMH H TEXHHUYECKUMH
(anmapaTHbIE) CPeNCTBAMH 3allUTHI H KPUNITO3AIHUTEL M APYTHX 3alIMTHBIX MEXAHH3MOB;

- OpraHm3oBaTh Mepel npotuBogedcrsus HCJI monp3oBarensMH  Ha  3Tamnax
ayTeHTH(UKAUMK, ABTOPU3ALHY, HICHTHOUKALHH, 00ECIeUNBAIOMNX TADAHTHH PEATH3AIMH NPaB
¥ OTBETCTBEHHOCTH CYOBEKTOB HH(POPMAIMOHHEIX OTHOILCHHIH.

B opranm3anuoHHbBIE MEPBI JOJDKHBI COCTOATE H3:

- periaMeHTa nocryna B noMemenus UCITu;

- NIOPAZIOK AOIyCKa COTPYAHUKOB K HCIIoyIb30BaHuIo pecypcoB MCITIH xoMnanuu;

- perinamMeHTa IpoLecCOB BeleHMs 0a3 [NAHHBIX M OCYLIECTBJICHHS MOJU(UKALMH
HH(OPMAIHOHHBIX PECYPCOB;

- peryiaMeHTa IpoueccoB 00CITyKUBAHUS U OCYLIECTRICHHS MOHMUKAIHY alNApATHEIX H
nporpaMMHBIX pecypcos MCIT/Ix;

- uHCTpyKuu# nons3oBarened MCIIm (ammumucrpatopa WCIIIH, agMuuHCTpaTopa
6esonacHocTH, oneparopa UCITIH);

- WHCTPYKIHUA I10JIb30BATENA IIPH BOSHUKHOBEHMH BHEINTATHBIX CHTYAIHIA.

6.4 Ouznyeckue MephbI 3aIHUTHL.

Du3nyecKHe Mepsl 3allUTHl OCHOBaHH HA NPHMEHEHHMHM Pa3sHOrO poja MEeXaHHYECKHX,
OJIEKTPO- MM  OJIEKTPOHHO-MEXAHHYECKHX  YCTPOMCTB ¥ COOpPYXEHMH, CHELHaIbHO
NpeHAa3HAYECHHBIX I CO3MaHus PU3NUECKUX IPEIATCTBHIM Ha BO3MOXKHBIX ITYTSX IPOHHKHOBEHHS
H 0CTYyTIa NOTEHIHANILHBIX HAPYIIHTENEH K KOMITOHEHTaM CHCTEMBI 1 3aIliIaeMoil HHpOpMalIuH,
a TaKKe TeXHHYECKUX CPENCTB BU3yalIbHOTO HAOIONCHHS, CBA3U U OXPAaHHON CUTHATHM3AIMH.

®usnyecKas 3allUTa 3JaHUH, IOMeIIeHHH, 0GBEKTOB M CPEACTB HH(GOPMATH3AHH JOIIKHA
OCYIIECTBIATHCA IIyTEM YCTAHOBJIEHMS COOTBETCTBYIOIIMX ITOCTOB OXpPAaHBl, € I[TOMOIIBIO
TEXHUYECKUX CPEICTB OXPaHBl MM JIOOBIMH APYTHMH CIOCOOAMH, IPENOTBPAIAIOIMMHE HIIH
CYLIECTBEHHO 3aTPYAHAIOMNMH IIPOHHKHOBEHHE B 3JaHHE, ITOMEIIEHHS MOCTOPOHHMX JIMII,
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XHuIeHHe WHQOPMAIMOHHBIX HOCHTENEH, caMHX CpelCTB HMH(OpMATH3AIMH, HCKIIFOYAIOIIHMHU
HaxO0XJIE€HHEe BHYTPH KOHTPOJIHpYeMOH (0XpaHsIeMOH) 30HBI TEXHHYECKUX CPEICTB Pa3BeIKH.

6.5 AnnapaTHo-nporpaMmHble cpeacTsa 3amutsl IIIH.

TexHu4eckue (anmapaTHO-NpOrpaMMHBIE) MEphI 3alllUTHl OCHOBAHBI Ha HCIIOJIB30BAHHMH
Pa3IMYHBIX 3JIEKTPOHHBIX YCTPOHCTB U CHEHMATIBHBIX IporpamM, xoasmux B cocras MCIT/(a u
BBIIOJHSIOIHUX (CaMOCTOATENBHO MM B KOMIUIEKCE C APYTHMH CPEICTBaMu) QYHKIIMH 3aLUTHI
(npeHTHQUKALMIO H ayTEeHTH(QHKALMIO IMONB30BaTeNieH, pasrpaHWYeHHe JOCTYHa K pecypcam,
PETHCTPAIHIO COOBITHH, KpUNITOrpaduIecKoe 3aKphiTHe HHPOPMAIUH U T.1.).

C yuetoMm Bcex TpeOoBaHMH U MPUHIHUIOB obecnieuenus Gesonacnoctu I1Ju 8 UCIIa no
BCEM HaIPaBJIEHMAM 3aIUUTHl B COCTAB CHCTEMBI 3aIllUTHl JOJDKHBI OBITH BKIFOUEHB! CIIENYIOIIHE
CpencTBa:

- cpencrsa  uieHTH(UKauuMu (ONO3HAaBaHMA) ¥ ayTeHTHGHKauuu (TOATBEPIKIACHUSL
MOANMHHOCTH) nojs3oBateneit UCIT0n;

- CPECTBA pasTpaHMueHHs AOCTyIa 3aperHCTPHPOBAHHBIX IOJIB30BATENleH CHCTEMBI K
pecypcam MCII/ln xomMnanuy;

- cpencTsa o6ecredeHHs] U KOHTPOJIS LEJTOCTHOCTH IPOTPAaMMHBIX H HH(POPMAIMOHHBIX
pECypCoB;

- CPEACTBA ONEPaTUBHOTO KOHTPOJIS M PETUCTPaIMK COOBITHII 6€301aCHOCTH;

- KpunTorpaduyeckue cpencrsa 3amuTel [1]]4.

Ycnemnoe npuMeHeHHe TEXHUYECKUX CPEICTB 3alUTH Ha OCHOBAHHMH IIPUHIMIIOB (pa3aen
5) nmpeamonaraeT, 4YTO BHIIOJHEHHE [EPEUYUCIEHHBIX HHXKE TpeGOBaHHH O06ECIEUeHO
OpraHH3aUMOHHBIMA  (QOMHHHMCTPATHBHBIMH) MEpaMH ¥  HCHOJNB3YEMBIMA  (PH3MYECKUMH
CPEICTBAMH 3alUTHI:

- obecnedeHa uandecKas HENOCTHOCTD BeexX koMmonent UCTIx;

- KOXIel coTpyaHuk (mosp3opartens VICIIIH) wnm rpymnma mons3oBaTenedfl  HMMeeT
YHHUKQJIBHOE CHCTEMHOE HMMA M MMHUMAILHO HEOOXOAMMEBIE JUId BBIIOJHEHHA HM CBOMX
QyHKIMOHANBHEIX 006S3aHHOCTEH HOIHOMOYHS TI0 JOCTYITY K PeCypcaM CHCTEMBL,

- B UCI1/ln xomMnanuy pazpaboTKa M OTIAKa MPOrpaMM OCYLIECTBIIAETCS 3a IpeaeaaMy
NCI1 11, Ha UCIBITATENBHBIX CTEHIAX;

- BCC M3MEHEHHs KOHQUIypallMH TEeXHHYESCKHX ¥ NpOrpaMMmHbIX cpeacts MCITIu
MPOU3BOMATCS CTPOTO YCTAHOBIEHHEIM HOPAAKOM (PETHCTPUPYIOTCS M KOHTPOIMPYIOTCS) TONBKO
Ha OCHOBAaHUH PacHOpsKEHUH PYKOBOACTBA KOMITAHHUM;

- cereBoe 00OpynoBaHME (KOHLEHTPATOPHL, KOMMYTATOPBI, MapUIPyTH3aTOpPhl H T.IL.)
pacrosaraeTcsi B MeCTax, HeOCTYIHBIX JUIA IIOCTOPOHHHUX (CIENMaNBHBIX OMEIIEHHSX, IKadax,
U T.IL).

- CHeLHAIICTAMH  KOMIAHHH  OCYINECTBIIIETCS  HENpEpHIBHOE  yIOpaBleHHe H
aIMUHHCTPaTUBHAS NOANEPKKa QYHKIHMOHUPOBAHUS CPEICTB 3allHTEL

7. Kontpous 3¢ dpexrupHoctr cueremsbl 3amuthl UCIIAn OAO «KommynsHeproy.

Kontpons apdpextusrocta C3IIJIH HOMKEH OCYIIECTBSETCS Ha IEPHOAHYECKOH OCHOBE.
[enbro koHTPOIs 3G QEXTHBHOCTH SBISIETCS CBOEBPEMEHHOE BHISBIIEHHE HEHAIJIEXAINX PEXKEMOB
paborer  C3II[JH  (OTKIIOYEHHE CPEACTB  3alUMThi, HAPYIIEHHE DEXHMOB  3aIUTEHI,
HECaHKIMOHUPOBAHHOE HM3MEHEHHE pEXHMMa 3aliUThl M T.I.), a TaK NPOrHO3MPOBAHHME M
IIPEBEHTHUBHOE pearpoBaHNe Ha HOBBIE Yrpo3sl 6e3onacuocTy ITH.

Kontpone MoXeT mnpoBomuThCS Kak agMuUHHCTpaTopamu OezomacHoctd MCIIIH
(omepaTHBHEI KOHTPONs B Hpouecce HHbOpManuoHHOro B3ammoneiictsus B WMCIIJH), Tax u

18



[IPHBJIEKAEMBIMH I 3TOH LieJIM KOMIIETEHTHBIMY OPraHU3alUsIMH, HMEIOLHUMH JIHIIEH3HIO Ha 3TOT
BUA HesarensHocTH, a Takke PCTIK Poccyuu u @CB Poccnu B nipesienax uX KOMIETEHLMH.
KoHTpoms MOXET OCYLIECTBIATHCS aIMHHHCTPATOpPOM 6€30IaCHOCTH KaK C IIOMOIIBIO
IITaTHBIX CPEACTB CUCTEMBI 3a1uTh! [1/IH, Tak ¥ ¢ TOMOIIBIO CIIEHHATBHBIX IIPOrPAMMHBIX CPEICTB
KOHTPOJISL.
Ouenxa addexTuBHOCTH Mep 3amuThl [1/[H MPOBOANTCS ¢ UCIIONB30BAHHEM TEXHUYECKHX
U IIPOTPaMMHBIX CPENICTB KOHTPOJI Ha IPEIMET COOTBETCTBHS YCTAHOBIEHHBIM TPEeGOBAHMAM.,

8. Cheprl oTBeTcTBeHHOCTH 32 Oe3onacuocTs I1/In.

OTBeTCTBEHHBIM 3a pa3paboTKy Mep W KOHTPOJb Haj obecredyeHHeM Oe30MacHOCTH
IEPCOHATBHBIX JaHHBIX SBJIACTCS PYKOBOIUTENb KOMIIAHUH. PYKOBOJUTENb MOXKET JEIETHPOBATE
9acCTh IIOJIHOMOYHH 110 06eCTIeYeHHIO O€30IIaCHOCTH MIEPCOHANBHBIX JAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIHTENA BKIIOYAET CIIEAYIONIUE HATPaBIeHUS 00eCIeueHus
6ezomacuoctu I1/1a:

- [Inanuposanme u peanuzamnus Mep 1o obecnevenuro 6e3onacaocta I[1]1H;

- Ananus yrpo3s 6ezonacuoctu I1]1u;

- Pa3paGoTKy, BHENpeHHE, KOHTPONbL HCIOJHEHHS M MONIEPKAHME B aKTyalbHOM
COCTOSHMM MOJUTHUK, PYKOBOJCTB, KOHLENLHH, IIPOLENYD, PErIaMEHTOB, HHCTPYKUMH ¥ APyrux
OpraHU3allMOHHBIX JOKYMEHTOB II0 00eCeueHHI0 6e30acHOCTH;

- Kourpons sammmennocta UT mrdpactpykrypst Komnanuu ot yrpos UB myrem;

- O6yuenne u unpopmuponanue noiszosareneii UCITIn, o mopaaxe paGots ¢ ITJ[H u
CPENCTBAMH 3alUTHI;

- IlpenoTpainenue, BBISBICHHE, pearHpoBaHWE U DAcCieNOBAHHE  HAPYIICHHH
6e3omacuocty ITIH.

Hpn B3aMMOJEHCTBAN CO CTOPOHHMMH OPTaHH3ALMSIMH B CIydasX, KOTJa COTPYIHHKAM
STHX OpraHM3alMd [pPeJOCTaBIAETCS HOCTYN K OOBeKTaM 3amuThl (pasjgen 3), ¢ STHMH
OpraHM3alMsIMH JOJDKHO OBITh 3akmodeHo «CornamreHne o KOH(QHICHIHATBHOCTHY, JHG0
«Cornamenue o cobmonenun pexuma GesonacHoctd [1)In npu BemonHenuu paGot B UCITTuy.
IloaroToBKa THIIOBEIX BAPHAHTOB STHX COMIALICHHIT OCYIECTBIAETCS coBMECTHO ¢ FOpuamyeckum
OTHETIOM.

9. Moaesan HapymuTe/is 6€30NaCHOCTH.

Ilox HapymuTeseM B YUpexAeHHH NOHUMAETCS IO, KOTOPOE B PE3Y/IbTaTe YMBIILICHHBIX
HJIM HCYMBIIIUICHHBIX AEHCTBHA MOXET HaHECTH yuiepd obbexTaM 3auTsl (pasien 3).
Hapymwrenn noapasgensioTcs Ho mnpusHaky npuHamiexHoctd kx HCIIa. Bcee
HapyIIUTENH AEIATCS Ha [BE TPYIIILL:
® BHCIIHHE HAPYNIUTENH — (QU3MYEcKHe JMIa, He MMEIOIHe IpaBa NpebrBaHys Ha
TCPPUTOPUM KOHTPOJIMPYEMOH 30HBI, B IIpeieNaX KOTOpOH pa3MelnaeTcs
obopynosanue MCI1/Ix;
® BHYTPCHHHE HapyIHMTENH — (QU3MUECKHE JMIA, MMEIOIHe NpaBo NpeOhBaHus Ha
TEPPUTOPHH  KOHTPOJIMPYEMOH 30HBI, B IIpeAenax KOTOpOH pasMmemaercs
obopynosarue UCII/Ix.
Knaccuduxauus mHapymmTeneif npencrasieHa B Mogmenn  yrpo3  6e30IacHOCTH
IEPCOHAIBHBIX AaHHBIX Kaxaoi UCII/Ix.
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10. Mopens yrpo3 6e30nacHOCTH.

Jnma HWCIIJIlH xoMIIaHHM BBIACILIOTCS CIENYIOIINE OCHOBHEIE KaTerOpUH yrpos
6€30M1acCHOCTH ePCOHAIBHBIX JIAHHBIX

1) Yrpossl oT yTeuku Mo TEXHMYECKHM KaHAJaM.

2) Yrpo3bl HECAaHKIHOHUPOBAHHOTO JOCTYNA K HHBOPMALIHH:

- YIpo3bl YHMYTOXCHHSA, XHINEeHUs amnmapaTHeiX cpenacts MCII[u Hocurenei
uHbopManuy nyTeM GH3nYecKoro ocTymna K snementam MCI1Ix.

- YIpo3sl XWIIEHMs, HECAHKIMOHUPOBAHHOH MoIuM(uKanny uix GIOKHpOBAHHS
HHQOpPMAIMM 3a CYeT HecaHKUHMOHHpoBaHHoro gjocrynma (HCJ]) ¢ mnpumenenmeM
IpOrpaMMHO-alapaTHeIX ¥ IPOrPaMMHBIX CpPEACTB (B TOM HHCIE MHMPOTpaMMHO-
MaTeMaTHYeCKUX BO3ACHCTBUT).

- Yrpo3sl HE TIpefHaMEPEHHBIX JeHCTBHH MONb30BaTeNed ¥ HapyIIEHWH
6ezonacHoctH ¢ynxumonuposanus WCIIJIm m C3IIJIz B ee cocraBe u3-3a cO0EB B
IPOTPaMMHOM ODECIIEYEHHH, @ TAKXKE OT YIPO3 HEAHTPOIIOTEHHOTO (CO0EB annapaTyphl H3-
3a HEHAJEXXHOCTH 3JIEMEHTOB, COOEB 3NEKTPONHTAHUS) W CTHXUHUHOTO (YAapOB MOJIHHMI,
[10’XapOB, HABOAHEHUH U T.II.) XapakTepa.

- Yrpo3el npeJHaMEPEHHbIX eHCTBUI BHYTPEHHUX HapylIUTEIEH.

- YTpo3bl HECAHKIIMOHUPOBAHHOIO JOCTYIIA 110 KaHaIaM CBA3H.

Omnucanue yrpos, BEpOATHOCTD HX PEATH3ALNH, ONACHOCTh H aKTyaTbHOCTE HPEICTABIICHE]
B Mojenu yrpo3 6e301acHOCTH NEPCOHANBHEIX NaHHbIX Kaxmod UCIIIIH.

11. Mexanu3m peaiauzanuu Kounenummn.
Peanmuzanus Konnenmuu fo/mKHa OCYIIECTBIATHCS Ha OCHOBE IEPCTIEKTHBHEIX OpOrpamm u
[JIaHOB, KOTOPEIE COCTABIISIIOTCS Ha OCHOBAHHH M BO HUCIIOIHEHHE:

- GenepanbHBIX 3aKOHOB B 00JacTH 00ecrneYeHHs HHQOPMAIHMOHHON G€30IIacHOCTH H
3aluUTh! HHPOpMAaIHHY;

- noctanossienui IIpasutenscrea Poccuiickoit @enepanum;

- notpebuocredt UCII[Iu B cpeacTrax obecneyeHus 6e30nacHOCTH UH(OPMALHH.

12. Oxunaemslii 3¢ dexr or peannsannu Konnenoum.

Peamuzanusa Konnennuu 6ezonacuocta ITn 8 UCITJ[H mo3BomMT:

- OLIEHUTh COCTOsAHHE OesonacHoctH wuH(popmanuu WCII/{H, BHIBHTH HCTOYHHKH
BHYTPEHHHX W BHEMIHHX Yrpo3 MH(QOpManHOHHOH O0€30IacHOCTH, ONPENENHTh NPHOPHTETHEIE
HalpaBJICH¥s PEIOTBPAIIEHHUS, OTPAKESHHU U HEHTpaIU3alluy STHX YIPO3;

- pa3paboTaTe  pacHOpSAHTENBHBIE H  HOPMATHBHO-METOINMYECKHE  JOKYMEHTHI
npumenntensHo k UCITx;

- NIPOBECTH Kinaccuukamnmio u ceprudukanumo UCII Ty;

- MPOBECTH OPTraHU3AlHOHHO-PEXMMHBIE H TEXHHYECKHE MEPONPHATHS 110 00ECIEYeHUIO
6e3onacHocty [11u 8 UCTI#n;

- obecneynTs HeOOXOMUMBIH YPOBEHE G€30IIaCHOCTH 0OHEKTOB 3aIUTEL

OcymecTBeHHEe 3THX MEPONPHITHH O00ECHeYnT CO3/MaHue EUWHOM, LEeJOCTHOH H
CKOOpJMHHUPOBAHHOM cucTeMbl HH(opMalronHoH 6e3onacHocT VICTIIH 1 co3mact ycioBus uist
€€ JanbHEHINero CoOBepIICHCTBOBAHMS.
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13. Caoncox HCnoIb30BAHHLIX HCTOYHHKOB.

OCHOBHBIMM HOpPMAaTUBHO-TIPABOBEIMH H METOAMYECKMMM [OKYMEHTaMH, Ha KOTOPBIX
6azupyercst Hacrosuiee [1onoxeHue ABIIIOTCS:

1 ®enepanbuslit 3akoH o1 27.07.2006 r. Ne 152-03 «O nepcoHalbHEIX AaHHBIX)» (ajee —
O3 «O nepcoHaANBHBIX JaHHBIXY), YCTAaHABIUBAIOIIMI OCHOBHEIE IIPHUHITUIIBL M YCIIOBHA 00paboTKu
I111, npaBa, 00sI3aHHOCTH X OTBETCTBEHHOCTh YYaCTHUKOB OTHONICHMH, CBSI3aHHBIX ¢ 00paboTKoH
1§01§:8

2 «Ilonoxxenue 06 obecnevyenun 6€30NACHOCTH MEPCOHANBHBIX JAHHBIX IIPH UX 00paboTke
B MH(OPMAIlHOHHBIX CHCTEMaX IEPCOHAIBHBIX JaHHBIXY», YTBEpXKIEeHHOe IlocTaHOBICHHEM
[IpaButensctBa PO ot 17.11.2007 r. No 781.

3 «Ilopsmox mnpoBeneHus knaccuuxanud HHOOPMAIMOHHBIX CHCTEM NEPCOHANBHBIX
JaHHBIX», yTBepxkAcHHBIH coBMecTHRIM [Tpuxazom OCTIK Poccuu Ne 55, OCB Poccun Ne 86 u
MunnrdopmeBszu PO Ne 20 ot 13.02.2008 1.

4 «Ilonoxxenne 06 ocobeHHOCTAX 00pabOTKH MEPCOHATBHBIX TaHHBIX, OCYIIECTBISEMOt
6e3 MCIONB30BaHMs CPEACTB aBTOMATH3ALMNY, yTBepxaAeHHoe [loctaHoBienneM IIpaBuTenscTBa
P® ot 15.09.2008 r. Ne 687.

5 «TpeboBanus K MaTEPHAIBHBIM HOCHTEIIM OHOMETPUYECKUX MEPCOHATBLHBIX JaHHBIX U
TEXHOJIOTHMsIM XPaHEHHUS TaKMX JaHHBIX BHE HH(QOPMAIMOHHBIX CHCTEM TIEPCOHAIBHBIX JAHHBIX ),
yreepxxaeHHble [loctanoBnenueM Ilpasutenscrea PO ot 06.07.2008 r. Ne 512.
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